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Verification of a for-loop

_ Before the loop:

let facto n =

let r = ref 1 in
r—1

for i = 2 to n do

let v = !r in At each iteration:

r =V * i;
done; from r— (i—1)! to r—i!
'r

After the loop:

r—nl
Loop invariant (I : int — Hprop) that applies for any i € [2,n + 1]:
Ii = re—(i—1)!
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Chapter 12

Loops in Separation Logic
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Reasoning rule for for-loops

Reasoning rule for the case a < b:

HoTa

Vie[abl. {Ii}t{\.I(i+1))

Ib+1)=Q()

{H} (fori = atobdot) {Q}

General rule, also covering the case a > b:

He1Ta

Vie[a,b]. {Idi}t{\.I(i+1)}

I(maxa(b+1))=Q()

{H} (fori = atobdot) {Q}
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Reasoning rule for while loops: partial correctness

The loop invariant I describes the state between every iterations.
The post-condition J describes the state after the evaluation of ;.

Hoe1T {1} t1 {J} {J true} to {\_. T} Jfalse=>Q ()
{H} (whilet1 dOtQ) {Q}

where (I : Hprop) and (.J : bool — Hprop).

For total correctness: parameterize the invariant with a measure.
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Reasoning rule for while loops

We focus on a different approach that:
» inherently supports total correctness;

> allows to apply frame during iterations.

Prove a triple {H} (whilet; doty) {Q} by induction, using:

{H} (ift1 then (t2; (whilet; dots))else () {Q}
{H} (whilet1 dOtQ) {Q}

Length with a while loop

4 >
P N
R el W s G g R g >
< 199 [ 7

let mlength (p:’a cell) =
let t = ref 0 in
let £ = ref p in
while !'f != null do

incr t;

f := (1f).t1;
done;
1t
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Length with a while loop: induction
4 >
i g o B i g W gl )
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We prove by induction on Ly that for any n and ¢:
{(]WMLiStLQ * f—oq *t;—>n}
(while !'f != null do incr t; f := (!£f).tl; done)
{g ~ MList Ly » f +— null x t — (n + length L)}
The loop unfolds to:
if !'f != null
then (incr t; f := (!f).tl; while .. do .. done)
else O
Exercise: describe the frame process in the induction for mlength.
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Length with a while loop: frame process

I=m N !b:mﬁi, i .
L0 O e Y= )
6;;3 lt:r;+;+|L/| V VLl T T
e e R )
M=mtiL]
q ~ MList Lo xfr—oq *xt—n begin
g—{z;¢d} ¢ ~ MList Ly« fr—>q *t—n unfold
g—{z;¢d} ¢ ~ MList Ly« fr—>q *t—>n+1 increment
qg—{z;¢d} ¢ ~ MList Ly« fr—>¢q *t—>n+1 shift head
*q ~> MListLyx f — ¢ *xt—n+1 begin frame

* ¢ ~» MList Ly x f +— null x t — n + 1 + |L}| induction
q— {z;¢'|} x ¢ ~ MList L, « f — null x ¢t — n + 1 + |L}| end frame
q ~» MList Lo * fronull xt — n+|Lo| fold
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Chapter 13

Aliasing and local state

Functions with aliasing: swap

let swap r s =

let a = !r in
let b = !s in
r := b;
s = a

Exercise: Find three useful specifications for swap:
1. a specification for non-aliased (distinct) arguments,
2. a specification for aliased (equal) arguments,

3. a most-general specification, stated using iterated conjunction (or
another construct from Course 2).
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Functions with aliasing: 3 specifications for swap
Specification 1:
Vrsnm. {(r — n) x (s — m)} (swap r s) {\_. (r—m)*(s—n)}
Specification 2:
Vrsn. {[r = s] x (r—n)} (swap r s) {\_. r— n}
or simply:
Vrn. {r — n} (swap r r) {\. r > n}
Specification 3:
VrsM.r,sedomM = {@, em P 1}
(swap r s)
{A~ @ (pn)e(Mr= M[s]][s:=M[])) P T}
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Function with local state

Exercise: what is the specification of £ in the following program?

let r = ref 3
let £ ) =
incr r

Then, show that the code below returns 5.

£0O;
£O;

Ir
Specification:
Vn. {r—n}( O){ . r—>n+1}
Successive states:

r—3 r—4 r—5

13/1

Counter function: specification
N

\ "/ '
Vo)

(@gp [
f~> Countn = 3Ir.(r—n)
* [Vio{r— i} (fO){Ma. [z =i+ 1]x(r—i+1)}]

Exercise: specify a counter function, only in terms of f ~» Countn.

{[1} (mkcounter()) {\f. f ~» CountO}
Vfi. {f~ Counti} (fO){ z.[xt=i+1]  f~ Count(i+ 1)}
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Counter function: code

f
let mkcounter () = .i\x
let r = ref 0 in : ;
(fun () -> incr r; get r) LY g’ )
@p I
®
let ¢ = mkcounter() in
let x = c() in
let y = c() in

assert (x =1 && y = 2)
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Chapter 14

Basic higher-order functions
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Apply

let apply f x =
f x

Specification:

VfxrHQ.

{H} (f ) {Q}

= {H} (apply f z) {Q}

This is equivalent to the form below, which involves nested triples:

VizHQ. {H » [{H} (fz) {Q} ]} (apply fz) {Q}
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Function twice

let twice f =

£O; £0O

Specification:

VIH'Q.

{H} (£ 0) {A- H'}
A AHY (FO){Q)
= {H} (twice f) {Q}

19/1

Apply on a reference

let refapply r £ =
r ;=1 Ir

Exercise: give two specifications for the function refapply.
In the first, assume £ to be pure, and introduce a predicate Pz y.
In the second, assume that £ also modifies the state from H to H'.

vrfzP. {1} (fz) {Ay. [Pz yl}
= {rw— z} (refapplyr f) {\.. Jy. [Pz y] * r — y}

VrfxHH'P. {H} (fz) {\y.[Pxy] » H'}
~ ()« )

(refapplyr f)
{A- Jy. [Pay] « (r—y) « H'}
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Function repeat

let repeat n f =
for i = 0 to n-1 do
£0O

done

Exercise: specify repeat, using an invariant I, of type int — Hprop.

Vnfl. (Vie[0,n). {Ii}(f(){ . I(i+1)})
= {10} (repeatn f) {\_. In}

The premise consists of a family of hypotheses describing the behavior of
applications of f to particular arguments.
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Chapter 15

Higher order iteration
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Iteration over a pure list

let rec iter £ 1 =
match 1 with

I 1 > O
| x::t > f x; iter £ t

Exercise: specify iter, using an invariant I, of type list &« — Hprop.

Vfil. (Vak. {Tk} (f ) {\.. I (kex)})
= {Inil} (iter f1) {\_. I}

where k&x = k+(x i nil).

Length using iter

(Vak. {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\_. I}
let length 1 =
let r = ref 0 in
iter (fun x -> incr r) 1;
'r

Exercise: give the instantiatiation of the invariant I for iter;
then, write the specialization of the specification of iter to I and to
(fun x -> incr 1); finally, check that the premise is provable.

Invariant: I = Mk. r— |k|.

(ka. {r — |k|} (incr r){A,.T|—+|k|+-l})
= {r— 0} (iter f1) {\. 7 — |l|}
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Sum using iter
(Vak. {Ik} (fz) {\. I (k&a)})
= {Inil} (iter f1) {\_. I}
let sum 1 =
let r = ref 0 in
iter (fun x > r = Ir + x) 1;
'r
Exercise: give the invariant I involved in the above call to iter.
I = Me. r— Sumk
where:
Sumk = Fold(+)0k
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Constraints over the items

(Vak. {Ik} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. T1}

Given a list zq1 :: 3 i1 ... it oy, i nil, let us compute:

10 10 10
— =t —
X1 X9 Ip
iter (fun x > r = Ir + 10 / x) [2; -3; 4]
The above specification of iter is too weak. More general specification:

VFII. (Vak. v el = {Ik} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\.. T1}
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Constraints over the items, in order
VfIL (Vak. zel = {Ik} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. T1}

Given a list z1 :: 3 i1 ...t 1y, i nil, let us compute:

10
) +x,
10

10
Otop +x2

iter (fun x -> r := 10 / (Ir + x)) [2; -3; 4]

The above specification of iter is too weak. Most-general specification:

Verification of iter

(Vak. {Tk} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. I}

let rec iter £ 1 =
match 1 with

I 1 > O
| x::t -> f x; iter £ t

How to prove that the code satisfies its specification?

£
L
O"’ O-0- \r) - ()= A:J}ﬁ; O~
£ K%
b N 1
4
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VfIL (Vaks. | = ko s = {Tk} (fx) {A\. I (k&x)})
= {Inil} (iter f1) {\_.. Il}
26/1
Verification of iter: generalized principle
Assume:
Vak. {Tk} (fzx){ . I (k&x)}
Prove:
{Inil} (iter f1) {\_. I}
Proof by induction over a generalized statement:
Vks. {Ik} (iter fs) {\.. I(k+s)}
£ s
r ) T T
x .
™ )
O~0-0-0- O~ 0+ 0~
£ 4%
L B I
4
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Verification of iter: induction

let rec iter f s =
match s with
I ->0
| x::t => f x; iter £ t

Assume: Vak. {Ik} (fx){A. I (k&z)}
Prove:  Vks. {Ik} (iter fs){\_. I(k+s)}

By induction on s:

» Case s = nil. Goal is: {Ik} (iter f nil) {\_. T (k-+nil)}.
This triple simplifies to: {I k} () {\-. I k}, which is correct.

» Case s =z :: t. Goal is: {Ik} (iter f (z::t)) {A.. T (k+(z::t))}.

HYPOTHESIS-ON-F INDUCTION-HYPOTHESIS

(Tk} (fz) {0 I (keex)}  {T (keex)} (iter £ 1) (Ao T ((kex)++1)}

{ITk} (fx;iter ft) {I ((k&x)+1)} SEQ
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Invariant on remaining items

(Vak. {Ik} (fx) {\. I (k&a)})
— {Inil} (iter f1) (M. T1)

(Voo {} (F2) (A )
= {I'l} (iter f1) {A_. I'nil}

Exercise: specify iter using an invariant that depends on the list of
items remaining to process, instead of on the list of items already
processed. Then, prove the new specification derivable from the old one.

(Vas. {I' (z 2 8)} (fz) {A-. I's})
— {I'} (iter £1) {\_. I'nil}

Derivable using: I = \k. 3s.[l = k+-s]+x['s
(with the most general version with [ = k+-x :: s).
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Iterating over a mutable list

bl e

let rec miter f p =
if p == null
then ()
else (f p.hd; miter f p.tl)
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lterating over a mutable list

VL. (Vok. {Tk} (fz) {\. I (kex)})
= {Inil} (iter f1) (A I 1}

e

VipIl. (Vazk. {Ik} (fz) {A. I (k&x)})
= {p~ MListl » Inil} (miter fp) {\_. p~ MListl = I'l}

Specification:

Remark: calls to f will not modify the structure of the list while
iterating.
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Summary

Simplified: (Yak. {Ik} (f2) (A I (kea)})
= {Inil} (iter f1) {\_. I}
Order-irrelevant:

(Vak. v el = {ITk} (fz) {X. I(k&x)})
= {Inil} (iter f1) {\_. I}
Most-general:
(Vaks. | = kttw s = {Ik} (fz) {\. I (k&x)})
= {Inil} (iter f1) {\_. I}

Extension to mutable lists:
(Vaks. | = k+ra s = {Tk} (fx) {A\. I (k&x)})
= {p~ MListl x Inil} (miter fp) {\_. p ~ MListl % I'l}
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Chapter 16

Other classic higher-order functions
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Break?
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Fold-left
let rec fold_left f a 1 =
match 1 with
| 1 > a
| x::k -> fold_left £ (f a x) k
Example:
fold left fa[6::4::7] = f(f(fa6)4)7
Specification:
VfalJ. (Vaik. {Jik} (fiz) {\j. Jj(kex)})
= {Janil} (fold_left fal) {\b. JbI}
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Application of fold-left

VfallJ. (Vaik. {Jik} (fiz) {\j. Jj(kea)})

= {Janil} (fold left fal) {\b. Jbl}

let r = ref O
let count_and_sum 1 =

fold_left (fun a x -> incr r; a+x) 0 1

Jik = (r—|k|]) * [i =Sumk]
where Sum k = Fold (+) 0 k.

Exercise: give the instantiation of the invariant J in the code above.

Fold-right

let rec fold_right £ 1 a =
match 1 with

' 0 ->a
| x::k => f x (fold_right f k a)

Example:

fold_right f[6::4::7]a = f6(f4(f7a))
Exercise: give a specification for fold_right.
YfladJ.

(Vaik. {Jik} (fzi){\j. Jj(z:k)})
= {Janil} (fold_right fla) {\b. Jbl}

Map: simple specification for pure functions

let rec map £ 1 =
match 1 with
I 1 > [
| x::k > (£ x)::(map £ k)

Simple specification, for the case where f is pure:

VAP (e (1) (Fe) O [Pra])
= {[]} (map f1) {\'. [Forall2 P11']}

where:

Pz Forall2 P11’
Forall2 P (z :: 1) (« :: ')

Forall2 P nil nil
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Map: general specification
Specification of map:
VfLP. (Ve {[]} (fz) {\'.[Pza']})
= {[]} (map f1) {\. [Forall2 P1l']}
Specification of iter:
VfII. (Vak. {Ik} (fz) {\-. I (k&x)})
= {Inil} (iter f1) {\_. T}
Combining the two:
VfIPI. (Vak. {Ik} (fz) {\o'. [Paa'] » I (kex)})
= {Inil} (map f1) {\'. [Foral2 P1l'] x I}
39/1
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Map: general specification, alternative

VfIPI. (Vak. {Ik} (fz) {\a.[Pxa] J (kex)})
= {Inil} (map f1) {\'. [Foral2 P1l'] x I}

Alternative specification:

VL, (Vakk'. {J' KK} (f 2) (Ml T (keex) (K aea')})
= {J'nilnil} (map f1) {\'. J'1I"}

Above specification derivable from the previous one:

J' kK = [Foral2 PkK']x1k
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Sorting with comparison function

Example:

List.sort (fun x y -> x - y) [2;4;5;3;2;9]

Specification:

VL V().
total-order (<)
~n (Vey AL (fry) dn.[n <0<z <yl})
= {[]} (sort f1) {\'. [permutll’" A sorted ()]}

More general specification of comparison functions:

{[1} (fzy) { n.[ifn =0thenz ~ yelseifn < Othenz < yelsex > y]}

42/1

Find with a boolean predicate, on pure lists

let rec find £ 1 =
match 1 with
| [I -> None
| x::k -> if f x
then Some x
else find f k

Specification:

VFIP. (Vz. {[]} (fx) {\b. [b = true & Pz]})
= {[]} (find f1) {Mo. [ match owith I
| None = Forall (—=P)1
|Somex = Jkt. |l = k+Hax =t
A Forall(=P)k A Pz
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Find with a boolean predicate, on mutable lists

P. 9.
™ Y
P e Y e LI I ed
2, 2, %y xy
4 24> fobhe j’ﬁxz:foﬁu, Pr=tie

Specification:

ViplP. (Vz. {[]} (fx) {\b.[b = true & Px]})

— {p~ MListl}
(mfind f p)
{Xo. match owith }
| None = p ~~ MList [ » [Forall (—=P)1]
| Some g = Ikt. p ~ MlistSegqgk » q ~» MList (z :: )
*x[l =k+x::t A Forall(=P)k A Px|
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Summary

(Vak. {Ik} (fz) {\.. I (k&x)})
= {Inil} (iter f1) {\_. I}

(Vaik. {Jik} (fiz) {\j. Jj(kea)})
= {Janil} (fold fal) {\b. Jbl}

(Vakk'. {JkK'} (fz) {72’ J (k&ex) (K&a')})
= {Jnilnil} (map f1) {\'. JIU'}

» Add the hypothesis [ = k+H-x :: s if the position of = matters.

» Boolean predicates: V. {[]} (fz) {\b.[b = true & Pz]}.
» Order functions: Vzy. {[]} (fzy) {M.[n <0<z <y]}.
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Chapter 17

Principle of Characteristic Formulas
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Idea of characteristic formulas

Goal: perform all the Separation Logic reasoning inside Coq.

Idea: build a logical formula [t] satisfying the equivalence below.

VHQ. [tf|HQ < {H}t{Q}

Schema:

Source code Charac. formula Specification

interactive
automated proofs

generation
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Properties of characteristic formulas

The characteristic formula [t] of a term ¢ is a predicate such that:
VHQ. [HIHQ < {H}t{Q}

Properties:

v

[t] has type (heap — Prop) — (Val — heap — Prop) — Prop

v

[t] characterizes the set of valid specifications for ¢

v

[t] is a higher-order logic formula built using A, v, =, 3, ...

v

[t] is built automatically and compositionally

v

[t] has size linear in the size of t and is easy to read
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Characteristic formula for sequence
VHQ. [t]HQ < {H}t{Q}

{H} t:{Q"}  {Q" ()} t2 {Q} -
{H} (t1; t2) {Q} ‘

Goal:
VHQ. [ti;t] HQ < {H} (t1;t2) {Q}

Exercise: define the characteristic formula for sequences.

[[tl; tQ]] = )\H )\Q HQI [[tl]] HQI AN [[tz]] (Q, ())Q
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Characteristic formula for values

H = Qu
{H} v {Q}

VAL-FRAME

Definition:

[v]

AHQ. H=Quw
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Characteristic formula for let bindings

{H} . {Q} Vo {Q' 2} 2 {Q}
{H} (letx = tyinte) {Q}

Definition:

lletz = tyinta] = MHQ. 3Q". [1] HQ' A Ya. [t2] (Q'x)Q

Technically, = has type var and:

[letx =tiints] = AHQ. 3Q'. [t1] H Q'
A V(X 2 Val). [([x — X]8)] (@ X)Q
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Characteristic formula for conditionals

(b =true = {H} t; {Q}) (b= false = {H} t2 {Q})
{H} (ifbthent; elsets) {Q}

IF

Exercise: define the characteristic formula for conditionals.

[ifbthentelsets] = AHQ. (b =true = [t;] HQ)
A (b=false= [t2] HQ)
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The App predicate

The goal of characteristic formulas is do proofs without involving triples.

Let “App” be an abstract predicate with the following interpretation:

App fvHQ <= {H}(fv){Q}

Remark:

App : Val — Val — Hprop — (Val — Hprop) — Prop
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Reasoning about function definitions

Vi Pf = {H} 1t {Q}
Pf = (VaH'Q {H'} t: {Q"} = {H'} (f2) {Q})
{H} (letrec fx = t1inty) {Q}

FIX

Definition:
[letrec f = Ax.tyinte] = AHQ. Vf. Pf = [to] HQ
where Pf = (VeH'Q'. [t1] H' Q' = Appfz H' Q')
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Reasoning about function calls

Interpretation of App: AppfvHQ < {H} (fv){Q}
Interpretation of formulas: [fv] HQ < {H} (fv){Q}
Definition:

[fv] = MNHQ. AppfvHQ

Instances of App are used on calls and introduced on function definitions.
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Complete definition
[v] = AHQ. H=Qu
[letx = t1ints] = AHQ. 3Q". [1] HQ' A Va. [t2] (Q'z) Q
[if bthent, else ta] = MHQ. (b =true = [t1] HQ)

A (b =false= [t2] HQ)

[y v2] AHQ. Appuvivo H(Q
lletrec f = Ax.tyints] = MHQ. Vf. Pf = [t2] HQ

where Pf = (VeH'Q'. [t.] H' Q' = Appfz H' Q)
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The end!
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