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Before we start:
@ Don't check “listen only”: activate your microphone!

@ For the first few minutes: show me your faces (if you reasonably can)

Also, an ad for an internship:

A formal proof of correctness of tail-recursion modulo constructor in the Iris logic
with: Léo Stefanesco, Francois Pottier, Gabriel Scherer, Frédéric Bour
https://www.stefanesco.com/documents/internship-trmc.pdf
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Chapter 18

Characteristic Formulas with structural rules

Jean-Marie Madiot (Inria Paris) Separation Logic 4



Integration of structural rules

[v] = local( \HQ. H =>Qv)

lletx = t1ints] = local A\HQ. 3Q’. [1] HQ' )
AV, [t2] (Q' ) Q

[if bthenty else ta] = local (\HQ. (b=true = [L1] HQ) )

A (b =false= [to] HQ)

[v1 va] local (AHQ. Appvivs H Q)
[letrec f = Az.tiints] = local AHQ. Yf. Pf = [t2] HQ)

where Pf = (YaH'Q'. [t1] H' Q' = Appfx H' Q')
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Definition of the local predicate (1/2)

To support:

H = Hy ~ Hy [t1H1 Q1  QixHy=Q
[t HQ

FRAME’
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Definition of the local predicate (1/2)

To support:
H=Hy«Hy, [tJHiQ1 @Q1»Hy=0@Q ,
FRAME
[t HQ
we would define:
H = H1 * H2
local F = )\HQ E|H1H2Q1. .FHl Ql
Q1 *Hy=Q
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Framing using the local predicate

To prove “{H} t {Q}", by the rule FRAME’, it suffices to show:

HZHl*HQ A {Hl}t{Ql} A Ql*HQZQ

To prove “local [t] H Q", by definition of “local”, it suffices to show:

H=H »Hy A [tJ]Hi1Q1 A QixHy=Q
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Definition of the local predicate (2/2)

To support:
H = H, » Hy {H1}t{Q1} Q1+ Hy > Q*GC COMBINED
{H}t{Q}
(@, Po e
3r. H} t{Q) {PI+ A}y Q)
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Definition of the local predicate (2/2)

To support:
HDHI*HQ {Hl}t{Ql} Ql*HQDQ*GC
(£ {Q) COMBINED
Yo B A ss P9 o
{3z H} t {Q} {[P]~H}t{Q}
we define:
(H1 * HQ) h

local F = MAHQ. Yh. Hh = dH1H2(Q1.{ F H1Qq
Q1 x Hy=Q » GC
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Iterated applications of structural rules

The local predicate may be duplicated as many times as needed:

local [t] HQ = local (local [t]) H Q

For example, to prove “local [[t] H Q", it suffices to show:

H=H;~Hy A local[tJH1 Q1 A Q1*Hy=Q
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Iterated applications of structural rules

The local predicate may be duplicated as many times as needed:

local [t] HQ = local (local [t]) H Q

For example, to prove “local [[t] H Q", it suffices to show:

H=H;~Hy A local[tJH1 Q1 A Q1*Hy=Q

When not needed, “local” may be simply erased:

[t HQ = local [t] HQ
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Notation for characteristic formulas

lletx =trinta] = local( NHQ. 3Q'. [t1] HQ' A Va. [t2] (Q'x) Q)

Definition of Coq notation:

(Letx = Frin Fo) = local AHQ. 3Q'. FiHQ' A Vz. F2 (Q' ) Q)
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Notation for characteristic formulas

lletx =trinta] = local( NHQ. 3Q'. [t1] HQ' A Va. [t2] (Q'x) Q)

Definition of Coq notation:

(Letx = Frin Fo) = local AHQ. 3Q'. FiHQ' A Vz. F2 (Q' ) Q)

With this notation:

lletx = tyinty] = (Letx = [t1] in [t2])
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Notation for characteristic formulas

lletx =trinta] = local( NHQ. 3Q'. [t1] HQ' A Va. [t2] (Q'x) Q)

Definition of Coq notation:

(Letx = Frin Fo) = local AHQ. 3Q'. FiHQ' A Vz. F2 (Q' ) Q)

With this notation:

lletx = tyinty] = (Letx = [t1] in [t2])

Technically:

[letz =t1inta] = (Let X = [t1] in [([x — X]t2)])
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Characteristic formulas generation, with notation

Ret v

[v]

[[Ietx =t1in tg]]

Let z = [[tl]] in [[tQ]]

[if bthenty else ta]

If b then [t1] else [t2]

[[111 122]] Appv1 v2

[letrec f = Ax.t1inta]

LetRec fo = [t1] in [t2]
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Tactics for characteristic formulas

What the user sees:
Let x = F1 in Fy

What is hidden behind the notation:

local ANHQ. 3Q. FIHQ' A Va. Fo (Q' z)Q)

What the user would need to execute:

apply local_erase; esplit; split.
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Tactics for characteristic formulas

What the user sees:
Let x = F1 in Fy

What is hidden behind the notation:
local (AHQ. EIQ'. .7-"1HQ’ A Yo. Fo (Q':U) Q)
What the user would need to execute:
apply local_erase; esplit; split.

What the user writes:
xlet.
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Chapter 19

Higher-order representation predicates

Jean-Marie Madiot (Inria Paris) Separation Logic 4



Overview
© Higher-order predicate:
p ~» MList L is generalized into p ~~» Mlistof R L

@ Identity representation predicate:

p ~» Mlistof Id L is the same as p ~» MList L
© Control accesses:

{p ~» MCellofId v; Ry Va} (p.hd) {\z. [z = v1] * ...}
@ Compose recursively:

p ~» Nodeof R X (Mlistof (Narytreeof R)) L

Jean-Marie Madiot (Inria Paris) Separation Logic 4 February 10, 2021

13/83



Mutable list of possibly-aliased lists

p ~ MList K x ( & pinListLi> * [Vp; € K. p; € dom M)
(pi; Li) e M
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Mutable list of disjoint mutable lists

jLz__7f\’la’N &
Fr . FrN L = (5:7:xnil)::(8::3::3::nil)
= (nil):z (4::nil) 22 nil

[

54

} F}
\

@ ,

p ~+ MlistofMlist L

(to be later generalized into: p ~~ Mlistof R L)
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Representation using iterated star

[

?lczr'“ )
al ,% rl N
. 3 (@D

! {

A (5::7:nil)::(8::3::3::nil)

Rl Ej; g 2 (nil):: (4:nil) 22 nil

h
I

3 K = p1::pg:ips:ipg il
@D
p~ MlistofMlist L. = 3K. p~ MListK
* @ e o,z (K[2]) ~ MList (L[d])
« [|K| = [L]]
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Representation using a recursive predicate

o - )

| Fﬂf‘ [ i L = (5:7xnil):(8::3::3::nil)
| D) 2 (nil) z (4:nil) conil
= (ni

’ ? 3 g

[ (D 3

\ @D .

p ~» MlistofMlist . = match L with
[nil = [p = null]
| X o L) = Fap’. p~ {hd=z; tI=p'}}
x p' ~ MlistofMlist L’
* 1 ~» MList X
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Generalization to a higher-order predicate

p ~ MlistofMlist L = match L with
|nil = [p = null]
| X :: L' = Fxp’. p ~ {hd=x; tiI=p'}}
* p' ~» MlistofMlist L’
* x ~» MList X
Generalization:

p ~» Mlistof ' L. = match L with
|nil = [p = null]
| X :: L' = Fxp’. p~ {{hd=x; tI=p'|}
* p ~» Mlistof 17 L'
* T~ RX
In particular:

p ~» MlistofMlist L. = p ~» Mlistof MList L
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Type-checking

p ~» Mlistof R . is a notation for Mlistof R L p
x~RX is a notation for RX x

p ~+ Mlistof RL. = match L with
[nil = [p = null]
| X o L = Jxp’.  p~ {hd=z; tI=p'}}
* p' ~ Mlistof R L’
*T~ RX

Exercise: since (p : loc) and (z : Val) and (X : A) for some A,
what is the type of R? What is the type of Mlistof?
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Type-checking

p ~» Mlistof R . is a notation for Mlistof R L p
x~RX is a notation for RX x

p ~+ Mlistof RL. = match L with
[nil = [p = null]
| X o L = Jxp’.  p~ {hd=z; tI=p'}}
* p' ~ Mlistof R L’
*T~ RX

Exercise: since (p : loc) and (z : Val) and (X : A) for some A,
what is the type of R? What is the type of Mlistof?

) R:A—»Va|—>Hprop
o Mlistof : VA. (A — Val — Hprop) — listA — loc — Hprop
Jean-Marie Madiot (Inria Paris)
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The identity representation predicate

p ~ Mlistof R L = match L with
|nil = [p = null]
| X o L' = Fap’. p~ {{hd=x; tI=p'|}
* p/ ~ Mlistof R L’
*x~~ RX
p~» MList L = match L with
|nil = [p = null]
|z L' = Ap'. p~ {hd=zx; tI=p'}}
* p' ~ MList L'

Exercise: define the identity representation predicate Id such that

p ~» MlistofId L. = p~» MList L
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The identity representation predicate

p ~ Mlistof R L = match L with
|nil = [p = null]
| X o L' = Fap’. p~ {{hd=x; tI=p'|}
* p/ ~ Mlistof R L’
*x~~ RX
p~» MList L = match L with
|nil = [p = null]
|z L' = Ap'. p~ {hd=zx; tI=p'}}
* p' ~ MList L'

Exercise: define the identity representation predicate Id such that

p ~» MlistofId L. = p~» MList L

Definition:
z~~1dX = [z =X]
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Summary

@ Higher-order predicate:
p ~+ MList L is generalized into p ~ Mlistof R L
@ lIdentity representation predicate:

p ~+ Mlistof Id L is the same as p ~» MList L
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Chapter 20

Higher-order representation predicates and the access problem
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Specification of construction, for basic values

v

qzvm G g N

{p’ ~ MList L} (conszp’) {A\p. p ~ MList (x :: L)}
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Specification of construction

L(Tﬂ'\‘(@
L

—Ll

t@*f@“fmfg“@

{z ~» RX % p/ ~> Mlistof R L} (consz p’) {\p. p ~ Mlistof R (X :: L)}
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Specification of deconstruction

e
=B

D -

e?;-\‘

d

o

e)

[

(N

k

—

{p ~» Mlistof R (X :: L)} (unconsp)
{Xz,p'). .~ RX % p' ~» Mlistof R L}
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Specification of accesses: the problem

,f” £
B

@ .

o

D)

A

Incorrect specification for head:

{p ~» Mlistof R (X :: L)} (headp)
{Az. z~» RX » p~> Mlistof R(X :: L)}
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Specification of accesses: a partial solution

2 @“F““"
=

@ -

-3

7‘\

i

®

Correct yet limited specification:

{p ~» Mlistof R (X :: L)} (headp)
{Ar. z~» RX % (x ~» RX — p~» Mlistof R (X :: L))}

An intuition for ( —) is: (H * (H —+«H')) = H’. More precisely:
Hy ~ Hy — Hg Hi+ (Hz —*Hg) Hyi+ Hy
H]_l_(HZ —*H3) H]_*H4|_H3
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Specification of accesses: a brute force solution

S \
- \V\

p~ Mlistof RL = dK. p~s MListK

* ®iepo, iz (KM) ~ R(L[)
* [|K| = |L[]
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Specification of accesses: focus before read

QZV“‘F‘(“
=

>

'-@"E@““—?ﬁ?‘g

p~ Mlistof R(X :: L) = 3Jzp’. p~ {hd=z; tI=p'|}
* x~~ RX
x p' ~ Mlistof R L’
Then read using:

{p — {hd=z; tI=p'[}} (p.hd) {N\y. [y = 2] x p > {|hd=z; tI=p[}}
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Ownership transfer with a queue of mutable items

Jean-Marie Madiot (Inria Paris) Separation Logic 4



Specification of queues of basic items

{[1} (createO) {Ap. p ~» Queuenil}

{p ~» Queue L} (push x p) {\_. p ~ Queue (L&)}
{p ~» Queue (z :: L)} (pop p) {Ar. [r = x| * p ~> Queue L}

{p ~ Queue L » p' ~» Queue L'} (concat p p’) {\_. p ~ Queue (L+L')}
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order representation
predicate written p ~> Queueof R L.
Shorthand: just write “Q R" instead of “Queueof R".
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order representation
predicate written p ~> Queueof R L.
Shorthand: just write “Q R" instead of “Queueof R".

{[1} (create)) {X\p. p ~ Queueof R nil}
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order representation
predicate written p ~> Queueof R L.
Shorthand: just write “Q R" instead of “Queueof R".

{[1} (create)) {X\p. p ~ Queueof R nil}

{p ~» Queueof RL *x x ~» RX} (pusha p) {\_. p ~> Queueof R (L&X)}
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order representation
predicate written p ~> Queueof R L.
Shorthand: just write “Q R" instead of "Queueof R".

{[1} (create)) {X\p. p ~ Queueof R nil}
{p ~» Queueof RL *x x ~» RX} (pusha p) {\_. p ~> Queueof R (L&X)}

{p ~» Queueof R (X :: L)} (popp) {A\z. p ~ Queueof RL » z ~~ RX}
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Specification of queues of mutable items

Exercise: specify functions over queues using a higher-order representation
predicate written p ~ Queueof R L.
Shorthand: just write “Q R" instead of “Queueof R".

{[1} (create)) {X\p. p ~ Queueof R nil}
{p ~» Queueof RL *x x ~» RX} (pusha p) {\_. p ~> Queueof R (L&X)}
{p ~» Queueof R (X :: L)} (popp) {A\z. p ~ Queueof RL » z ~~ RX}

{p ~» Queueof RL % p' ~» Queueof R L'} (concatpp’)
{\_. p~ Queueof R(L+L')}
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The copy problem

Incorrect specification for copy:

{p ~» Queueof R L}

(copy p)
{A\p'. p ~ Queueof RL % p' ~» Queueof R L}

Exercise: specify a function copy f p that duplicables a mutable queue
specified using Queueof, where f is a function to duplicate items.
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The copy problem

Incorrect specification for copy:

{p ~» Queueof R L}

(copy p)
{A\p'. p ~ Queueof RL % p' ~» Queueof R L}

Exercise: specify a function copy f p that duplicables a mutable queue
specified using Queueof, where f is a function to duplicate items.

(VzX. {& ~ RX} (fz) {\e/. 2~ RX * 2’ ~ RX})
= {p ~» Queueof R L}

(copy fp)
{\p'. p ~> Queueof RL * p' ~» Queueof R L}
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Chapter 21

Higher-order representation predicates for records
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Representation for records

p~ MCellof Ry V1 Ro Vo = Jvjvg. p~ {|hd:1}1; t|:v2|}
*x v~ RV
* vy~ Ro Vs
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Representation predicate for lists, revisited

p ~» Mlistof R L. = match L with
|nil = [p = null]
| X o L' = Fap’. p~ {{hd=zx; tI=p'|}
*x~ RX
x p/ ~ Mlistof R L'/
p ~ MCellof Ry Vi Ra Vo = Juiva. p ~ {hd=vy; tI=uvs}
* vy~ BV
* vy~ R Vo

Exercise: rewrite the specification of Mlistof using MCellof.
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Representation predicate for lists, revisited

p ~ Mlistof R L = match L with
|nil = [p = null]
| X o L' = Fxp/. p~ {{hd=x; tI=p'}
*x -~ RX
* p' ~ Mlistof R L'
p ~ MCellof Ry Vi Ra Vo = Juiva. p ~ {hd=vy; tI=uvs}
* vy~ BV
* v~ Ro Vo

Exercise: rewrite the specification of Mlistof using MCellof.
p ~» Mlistof R . = match L with

|nil = [p = null]
| X :: L’ = p~» MCellof R X (Mlistof R) L'
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Focus/unfocus for accessing a record field

P et s e

Loy \2
' vl / 3 ;

Focus on a field:

p ~ MCE”OfR]_‘/]_RQ‘/Q = Eﬂvl. p ~ MCe”Ofld’Ul R2V2 * VU1 v R1 V1
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Focus/unfocus for accessing a record field

e .. e
o N

- =,

R
FoM W
Focus on a field:

p ~ MCeIIofR1V1R2 V2 = 3”01. D~ MCe”Ofld’Ul R2V2 * VU1 v R1V1

Access to a focused field:

{p ~ MCellof Id v; Ry V2} (p.hd) {A\z. [z = v1] * p ~ MCellof Id v; Ry V2}
{p ~ MCellof Id v Ro Va} (p.hd <-w) {A_. p ~ MCellofIdw Ry Va}
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Chapter 22

Higher-order representation predicates for trees
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Binary tree: representation

A"

‘”fh z "h

p ~+ Mtreeof RT = match T with

Jean-Marie Madiot (Inria Paris)

| Leaf = [p = null]
|Node X T To = Japipo.
p — {litem=zx; left=p;; right=ps|}
*x~ RX
* p1 ~» Mtreeof RT}
* pg ~ Mtreeof R Ty

Separation Logic 4 February 10, 2021
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Binary tree: representation, revisited

A"

‘”fh Ak "Fz )

Representation predicate for tree cells:

P~ NodeofR1 V1 RQ Vg R3 V3 =
Jvivgus.  p > {litem=vy; left=v9; right=uvs}
*x v~ Ry V) x v~ Ro Vo % w3~ R3 V3

p ~» Mtreeof RT = match T with
| Leaf = [p = null]
‘ Node X T1 TQ 4

p ~ Nodeof R X (Mtreeof R) T} (Mtreeof R) T:
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Trees with list of subtrees: implementation

type ’a node = {
mutable item : ’a;
mutable children : (’a node) cell }

Inductive tree (A:Type) : Type :=
| Leaf : tree A
| Node : A —1ist (tree A) —tree A.
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Trees with list of subtrees: specification

p ~> Narytreeof RT =
match 7" with
| Leaf = [p = null]
|Node X L = Jzc. p > {litem=x; children=cl|}
xx~ RX
* ¢ ~» Mlistof (Narytreeof R) L
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Trees with list of subtrees: representation of nodes

D~ NodeofR1 Vl RQ VQ

Jvive.  p— {litem=wvy; children=val|}

x v~ R Vp
*x Vg ~ Ro Vo

p ~+ Narytreeof RT =
match 7" with
| Leaf = [p = null]
|Node X L = Jzc. p > {item=z; children=c|}
xx~ RX

* ¢ ~» Mlistof (Narytreeof R) L
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Trees with list of subtrees, revisited

Exercise: rewrite the specification of Narytreeof using Nodeof.
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Trees with list of subtrees, revisited

Exercise: rewrite the specification of Narytreeof using Nodeof.

p ~> Narytreeof RT =

match 7" with
| Leaf = [p = null]
|Node X L = p ~~ Nodeof R X (Mlistof (Narytreeof R)) L
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More involved application

P\v
[y Jomem—

~——;ral_’:l

I[I

@ Exam from 2015, Exercise 3: bootstrapped chunked bags.

Available from the webpage of the course.
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Chapter 23

Iteration with higher-order representation predicates
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Iteration on lists

Recall:
Vfil. (Vzk. {Ik} (fz){\. I(k&x)})

= {Inil} (iter f1) {\_. I}

Vipll. (Vak. {Ik} (fz) {\. I (kex)})
= {p~ MListl % Inil} (miter fp) {\_. p ~ MListl % I}
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Iteration on lists

Recall:
VfU. (Vak. {Ik} (fz) {\. I (kex)})
= {Inil} (iter f1) {\_. I'l}

Vipll. (Vak. {Ik} (fz) {\. I (kex)})
= {p~ MListl % Inil} (miter fp) {\_. p ~ MListl % I}

Challenge:

= {p~ Mlistof R L » ...} (miter fp) {A_. p~ ... * ..}

Question: Can we use an invariant I = AK.(...)?
(i.e. with a spec of the form {p~ ... x I nil}(...){p~ ... xI L} ?7)
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Iterating over a mutable list of mutable items

Exercise: specify the function miter, using an invariant of the form
J K K’, describing the state before and the state after the iteration.
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Iterating over a mutable list of mutable items

Exercise: specify the function miter, using an invariant of the form
J K K’, describing the state before and the state after the iteration.

VfpRLJ. (VaXKK'. {x~ RX + JKK'} )

(fz)
{/\_, AX'. 2~ RX' * J(K&X) (K/&X,)}

= {p~ Mlistof RL * J nilnil}

(miter fp)
{A_.3L. p~ Mlistof RL' » JLL'}
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Incrementing a mutable list of distinct references
(1/2)
let incr_all p =

miter (fun x -> incr x) p

let example_p =
{hd =ref 5; t1 = { hd = ref 3; t1 = null } }

z~RefX = 22— X

Exercise: using the representation predicates Ref and Mlistof, specify the
function (fun x -> incr x) and incr_all
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Incrementing a mutable list of distinct references
(1/2)

let incr_all p =
miter (fun x -> incr x) p

let example_p =
{hd =ref 5; t1 = { hd = ref 3; t1 = null } }

z~RefX = 22— X

Exercise: using the representation predicates Ref and Mlistof, specify the
function (fun x -> incr x) and incr_all

{x ~» Ref X} (incr x) {\_. z ~> Ref (X + 1)}

Jean-Marie Madiot (Inria Paris) Separation Logic 4 February 10, 2021 49/83



Incrementing a mutable list of distinct references
(1/2)

let incr_all p =
miter (fun x -> incr x) p

let example_p =
{hd =ref 5; t1 = { hd = ref 3; t1 = null } }

z~RefX = 22— X

Exercise: using the representation predicates Ref and Mlistof, specify the
function (fun x -> incr x) and incr_all

{x ~» Ref X} (incr x) {\_. z ~> Ref (X + 1)}

{p ~» Mlistof Ref L} (incr_allp) {\_. p ~» Mlistof Ref (map (+1) L)}
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Incrementing a mutable list of distinct references

(2/2)

VfpRLJ. (VaXKK'. {z~RX x JKK'} )

(f )
(A 3X'. 2~ RX' * J(KeX) (K'&X")}

= {p~ Mlistof RL * Jnilnil}

(miter fp)
{A..3L. p~ Mlistof RL' » JLL'}

Consider:
JKK' = [K'=map(+1)K]
Derives:
(VzX. {x ~ RefX} (fun x -> incr x)z {A.. 2 ~ Ref (X + 1)}) =
{p ~» Mlistof Ref L} (incr_allp) {A_. p ~> Mlistof Ref (map (+1) L)}
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Chapter 24

Resource analysis in Separation Logic
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Controlling deallocation

(1) Remove the garbage collection rule:

{H} t {Q * GC}
{H} t{Q}

(2) Add a “free” function for explicit deallocation:

{r — v} (free r) {\_. []}

GC-POST
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Controlling deallocation

(1) Remove the garbage collection rule:

{H} t{Q» GC}
{H} t{Q}

(2) Add a “free” function for explicit deallocation:

{r — v} (free r) {\_. []}

GC-POST

(3) Theorem: for a full program execution starting in the empty heap, all
the data still allocated at the end is described in the post-condition.

(4) Corollary: terminating on the empty heap ensures no memory leaks.

{1} ¢ {xn. [Pnl}
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Controlling deallocation

(1) Remove the garbage collection rule:

{H} t{Q» GC}
{H} t{Q}

(2) Add a “free” function for explicit deallocation:

{r — v} (free r) {\_. []}

GC-POST

(3) Theorem: for a full program execution starting in the empty heap, all
the data still allocated at the end is described in the post-condition.

(4) Corollary: terminating on the empty heap ensures no memory leaks.

{1} ¢ {xn. [Pnl}

(note: a separation logic with GC can be called “affine” or “intuitionistic™)

Jean-Marie Madiot (Inria Paris) Separation Logic 4 February 10, 2021 52/83



File handle protocols

Goal: ensure that if a file is open then it is eventually closed.

£~ File L

where (f : loc) denotes the file handler,
and (L : listchar) denotes the remaining bytes to read.
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File handle protocols

Goal: ensure that if a file is open then it is eventually closed.

£~ File L

where (f : loc) denotes the file handler,
and (L : listchar) denotes the remaining bytes to read.

{[1} (fopen s) {Af. IL. f ~~ File L}
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File handle protocols

Goal: ensure that if a file is open then it is eventually closed.

£~ File L

where (f : loc) denotes the file handler,
and (L : listchar) denotes the remaining bytes to read.

{[1} (fopen s) {Af. IL. f ~~ File L}
{f ~ File(c:: L)} (fread f) {A\x. [z =¢] * f ~ FileL}
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File handle protocols

Goal: ensure that if a file is open then it is eventually closed.

£~ File L

where (f : loc) denotes the file handler,
and (L : listchar) denotes the remaining bytes to read.

{[1} (fopen s) {Af. IL. f ~~ File L}

{f ~ File(c:: L)} (fread f) {A\x. [z =¢] * f ~ FileL}
{f ~~ File L} (fclose £) {\_. []}
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Complexity analysis

Time credits:
$x : Hprop where z e R™

Properties:
$(z+y) =%z » Sy and $0 = []
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Complexity analysis

Time credits:
$x : Hprop where z € RT
Properties:

$(z+y) =82 » $y and $0 = []

Principle: . . .
The execution of every instruction costs $1.

Simplification:

Entering the body of a function or a loop costs $1.
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Time credits in pre-conditions

Constant time:

{t ~ Array M * $ ¢} (Array.length t) {An.[n = |M|] xt ~> Array M}
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Time credits in pre-conditions

Constant time:

{t ~ Array M * $ ¢} (Array.length t) {An.[n = |M|] xt ~> Array M}

Linear time:

{S(cin + o)} (Array.make n v) {At. IL. ¢t ~> Array L * [...]}
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Time credits in pre-conditions

Constant time:

{t ~ Array M * $¢} (Array.length t) {\n.[n = |M|] *t ~~ Array M }

Linear time:

{S(cin + o)} (Array.make n v) {At. IL. ¢t ~> Array L * [...]}

Quasilinear time:

{t ~ Array L » $(ci|L|log |L| + c2)}
(Array.sort t)
{Xt. AL, t ~ Array L' * [...]}
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Amortized analysis

Stack of unbounded size with amortized constant-time operations:
{$¢}
{s ~» Stack L * $ ¢}

(Stack.create()) {A_. s ~» Stacknil}

(Stack.push s x) {\_.s ~» Stack (x :: L)}

{s ~ Stack (z :: L) * $¢} (Stack.pop s)  {Ay. [y =] s ~» Stack L}
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Amortized analysis

Stack of unbounded size with amortized constant-time operations:
{$c}
{s ~» Stack L * $ ¢}

(Stack.create()) {A_. s ~» Stacknil}

(Stack.push s x) {\_.s ~» Stack (z :: L)}

{s ~ Stack (z :: L) * $¢} (Stack.pop s)  {Ay. [y =] s ~» Stack L}

Representation predicate with a potential function:
s~ Stack L = 3IntMk. s+ {size=n; data=t|}

* t ~» Array M

* [n=|L| < |M|=2"]

* [Vie[0,n). M[i] = L[i]]

* $(c/ - abs(n — |M|/2))
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Chapter 25

Read-only permissions
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Motivation for read-only permissions

What we currently need to write:

{a1 ~> Array L1 * ay ~~ Array Lo}
(concatalag)
{Aas. as ~> Array (L1 + Lo) * a3 ~» Array Ly * ag ~~ Array Lo}
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Motivation for read-only permissions

What we currently need to write:

{a1 ~> Array L1 * ay ~~ Array Lo}
(concat ai ag)
{Aas. as ~> Array (L1 + Lo) * a3 ~» Array Ly * ag ~~ Array Lo}

What we wish to write:

{ay 3 Array L1 * as ~> Array Lo}
(concat al ag)
{\as. as ~> Array (L1 + L)}
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Motivation for read-only permissions

What we currently need to write:

{a1 ~> Array L1 * ay ~~ Array Lo}
(concat ai ag)
{Aas. as ~> Array (L1 + Lo) * a3 ~» Array Ly * ag ~~ Array Lo}

What we wish to write:

{ay 3 Array L1 * as ~> Array Lo}
(concat al ag)
{Aas. az ~> Array (L1 + Lo)}

More than syntactic sugar:
— we wish “ro” to enforce no write operations,
— we wish to allow aliasing of read-only arguments.
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Fractional permissions

(r 5 ) with 0 <a <1

Splitting and merging:
(=) = (rbo) = (B )« (r )

More generally:

) = S 0) « (rhv)  with 0<a,f<1
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Fractional permissions

(r 5 ) with 0 <a <1

Splitting and merging:

(r—wv) = (r'iw)) = (7’1'—>/2v)* (rlﬁv)

More generally:

(r o) = (S0« (D) with 0<a,B<1

Operations:

([} (ref v) {Ar. r> 0}
{r X V(o= v) {r N v}

Vau. {rSo) (1r) Do [z =v]* (1S 0))

Jean-Marie Madiot (Inria Paris)

Separation Logic 4 February 10, 2021

59 /83



Fractional permissions in practice

VafB. {a; < Array L1 * as 8 Array Lo}
(concat aj az)

{Xas. a1 % Array L1 * as 2 Array Lo * ag > Array (L1 + Lo)}
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Fractional permissions in practice

VafB. {a; < Array L1 * as 8 Array Lo}
(Concat al az)
{Xas. a1 % Array L1 * as 2 Array Lo * ag > Array (L1 + Lo)}

Limitations:

need to quantify fractions explicitly,

need to syntactic sugar to avoid copy-pasting,
need to re-establish post-conditions,

a fraction %H cannot be defined for arbitrary H.
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Generic read-only modifier

Extension of the logic with a modifier RO(H) that applies to any H.

a ~> Array L = RO(a ~~ Array L)

RO(H) is duplicatable and never mentioned in post-conditions.

RO(H) = RO(H) » RO(H) ¢

(RO(I > 0)} (get]) (e [ = o]} 0
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Read-only frame rule

RO(H) is introduced on frame:

{H «RO(H")} t {Q} no-ro-in H'
(o~ 7)1 (Q « )

FRAME-RO
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Read-only sequencing rule

{H} 1 {Q"}  {Q'(} t2 {Q}
{H} (t1; t2) {Q}

{H«ROUIN} 1 {Q"}  {Q'()xRO(H)} t2 {Q}
{H «RO(I1")} (t1; t2) {Q}

{H} . {Q}  {QO* '}t {Q}

SEQ-RO

SEQ-FRAME

{H * H'} (t15 t2) {Q}

February 10, 2021 63/83



RO in practice

{RO(ay ~ Array L1) » RO(ag ~~ Array L2)}
(concat aj ag)

{)\a3, as ~ Array (L1 —H—L2)}
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Chapter 26

Parallelism and Concurrency
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Parallel pairs

A parallel pair, written (|t1,t2]), for evaluating two subterms in parallel.
(Note: one often sees t;||ta for let ((), () = (Jt1,t2])in ().)

Computing: ali] + a[i +1] + ... + alj —1].

let rec sum a i j =

if j - i = 1 then a.(i) else begin
let m = (i+j) / 2 in

let (s1,s2) = (| suma i m, sumam j |) in
sl + s2
end
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Efficient use of parallel pairs with granularity control

let rec suma i j =

if j - i < sequential_cutoff then begin
let r = ref 0 in
for k = 1 to j-1 do

r :=!r + a.(k)

done;
'r

end else begin
let m = (i+j) / 2 in
let (s1,s2) = (| suma i m, sumam j |) in
sl + s2

end
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Efficient use of parallel pairs with granularity control

let rec suma i j =
if j - i < sequential_cutoff then begin
let r = ref 0 in

for k = 1 to j-1 do
r := Ir + a.(k)

done;

Ir

end else begin
let m = (i+j) / 2 in
let (s1,s2) = (| suma i m, sumam j |) in
sl + s2

end

Generalizable to map-reduce: f(t[0]) ® f(a[l]) ® ... ® f(a[n — 1]).

(on which condition on ®?)
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Reasoning rule for parallel pairs

{Hi} t1 {Q1}  {Ha} t2 {Q2}
{H1 * Ha} (|t1,t2]) {Q1 % Q2}

PARALLEL

where Q1 * Q2 = A(x1,22). Q121 * Q222
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Reasoning rule for parallel pairs

{Hi} t1 {Q1}  {Ha} t2 {Q2}
{Hy * Ha} ([t1,t2]) {Q1 * Q2}

PARALLEL

where Q1 * Q2 = A(x1,22). Q121 * Q222

This rule restricts parallel threads to act on disjoint parts of memory.

(No need for non-interference conditions.)
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Parallel rule needs read-only permissions

{Hi} t1 {@Q1}  {H2} 2 {Q2}
{Hy * Ha} ([t1,t2]) {Q1 % Q2}

PARALLEL

Compute: u[a[0]] + u[a[1]] + ... + ula[n —1]].

map_reduce (fun x -> u.(x)) 0 (+) O n

The ownership of the array u is needed in both branches.
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Parallel rule needs read-only permissions

{Hi} t1 {@Q1}  {H2} 2 {Q2}
{Hy * Ha} ([t1,t2]) {Q1 % Q2}

PARALLEL

Compute: u[a[0]] + u[a[1]] + ... + ula[n —1]].

map_reduce (fun x -> u.(x)) 0 (+) O n

The ownership of the array u is needed in both branches.

{H1+xRO(H3)} t1 {@1}  {H2*RO(H3)} t2 {Q2}
{H1 » Hy » RO(H3)} ([t1,t2]) {Q1 % Q2}

PARALLEL-RO
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Concurrent locks: example

let r = ref O
let s =ref n
let p = create_lock()

let concurrent_step () =
let () = acquire_lock p in
incr r;
decr s;
release_lock p
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Concurrent locks: example

let r = ref O
let s =ref n
let p = create_lock()

let concurrent_step () =
let () = acquire_lock p in
incr r;
decr s;
release_lock p

Heap predicate p ~» Lock H asserts that lock p protects an invariant H.

Here:
ere p ~ Lock (Fi. (r—1i) * (s—>n—1))
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Concurrent locks: specification of operations

Duplicatable representation predicate:

p > Lock H
Operations:
VH. {H} (create_lock ()){Ap.])Ig Lock H}

VpH. {p <3 Lock H} (acquire_lock p) {\.. H}
VpH. {H * p ~> Lock H} (release_lock p) {\_. []}
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Concurrent locks: exercise

Exercise: Describe the state at the front of each lines (except 5 and 6).
Explicit the instantiation of the existential in the invariant.

1 let r = ref O

2 let s = ref n

3 let p = create_lock()

4

5 let concurrent_step () =

6 let () = acquire_lock p in
7 incr r;

8 decr s;

9 release_lock p
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Concurrent locks: exercise

Exercise: Describe the state at the front of each lines (except 5 and 6).

Explicit the instantiation of the existential in the invariant.

1 let r = ref O
2 let s = ref n
3 let p = create_lock()
4
5 let concurrent_step () =
6 let () = acquire_lock p in
7 incr r;
8 decr s;
9 release_lock p
[]. 2: r— 0. 3r—>0xs—n.

p ~~ Lock (Fi. (r—1i) * (s —>n—1)).
* (s—>mn—1i). 8 (r—i+1)* (s—>n—i).

Jean-Marie Madiot (Inria Paris) Separation Logic 4 February 10, 2021
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Concurrent locks: non-example

let r
let p

ref O
create_lock()

let £ () =
acquire_lock p;
incr r;
release_lock p

let () =
let _ = (] £O, £O ) in
acquire_lock p;
assert (!r == 2)
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Chapter 27

Ghost state
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Same non-example

let r = ref O

let p = create_lock()
acquire_lock p; acquire_lock p;
r := !lr + 1; r := Ilr + 1;
release_lock p; release_lock p;

assert (!lr == 2);
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Same non-example

let r = ref O
let p = create_lock()
acquire_lock p; acquire_lock p;
r := !lr + 1; r := Ilr + 1;
release_lock p; release_lock p;
assert (!r == 2);
pLlock(@n. rs>nx[ ... 7 ... ]
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Same non-example

let r = ref O
let p = create_lock()
acquire_lock p; acquire_lock p;
r := !lr + 1; r := Ilr + 1;
release_lock p; release_lock p;
assert (!r == 2);
pLlock(@n. rs>nx[ ... 7 ... ]

Problem: it is impossible to prove, only with invariants, that this program

does not crash (i.e. to prove {True} program {True}).
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More variables! Ghost variables.

let r = ref O

let r1 = ref O

let r2 = ref O

let p = create_lock()

acquire_lock p; acquire_lock p;

r := !r + 1; r := lr + 1;

rl := Irl + 1; r2 := lr2 + 1;

release_lock p; release_lock p;
assert (!r == 2);
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More variables! Ghost variables.

let r = ref O

let r1 = ref O

let r2 = ref O

let p = create_lock()

acquire_lock p; acquire_lock p;

r := !r + 1; r := lr + 1;

rl := Irl + 1; r2 := lr2 + 1;

release_lock p; release_lock p;
assert (!r == 2);

Exercise: Give a lock invariant that allows proving {True} program {True}
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More variables! Ghost variables.

let r = ref O

let r1 = ref O

let r2 = ref O

let p = create_lock()

acquire_lock p; acquire_lock p;

r := !r + 1; r := lr + 1;

rl := Irl + 1; r2 := lr2 + 1;

release_lock p; release_lock p;
assert (!r == 2);

Exercise: Give a lock invariant that allows proving {True} program {True}

p > Lock (3n, ny, ng. (r— n)* (r H2 ny) * (o A ng) * [n = ny + na))
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More variables! Ghost variables.

let r = ref O

let r1 = ref O

let r2 = ref O

let p = create_lock()

acquire_lock p; acquire_lock p;

r := !r + 1; r := lr + 1;

rl := Irl + 1; r2 := lr2 + 1;

release_lock p; release_lock p;
assert (!r == 2);

Exercise: Give a lock invariant that allows proving {True} program {True}

p > Lock (3n, ny, ng. (r— n)* (r H2 ny) * (o A ng) * [n = ny + na))
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Proof

H = 3n,ng,ne (ro>n) (v ny) = (ra v ng) « [n = ny +no)

let r = ref O

let r1 = ref O

let r2 = ref O
{(7"'—>0)*(7“1'—>0)*(7“2'—>0)}
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Proof

H = 3n,ng,ne (ro>n) (v ny) = (ra v ng) « [n = ny +no)

let r = ref O

let r1 = ref O

let r2 = ref O

{(’I"'—>0)*(7“1 HO)*(TQ'—)O)}
{H = (r #3.0) = (r2 53 0))
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Proof

H = 3n,ng,ne (ro>n) (v ny) = (ra v ng) « [n = ny +no)

let r = ref O

let r1 = ref O

let r2 = ref O

{(’I"'—>0)*(7“1 HO)*(TQ'—)O)}
{H = (r #30) = (r2 3 0))

let p = create_lock()
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Proof

H = 3n,ng,ne (ro>n) (v ny) = (ra v ng) « [n = ny +no)

let r = ref O

let r1 = ref O

let r2 = ref O

{(7"'—>0) * (7“1 '—>O) * (7“2 '—>0)}
{H = (r #30) = (r2 3 0))

let p = create_lock()

{p 3 Lock H  (r1 *3 0) # (g +5 0)}
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Proof

H = 3n,ng,ne (ro>n) (v ny) = (ra v ng) « [n = ny +no)

let r = ref O

let rl ref O

let r2 = ref O

{(7"'—>0)*(7“1'—>0)*(7“2'—>0)}

{H « (r1 %5 0) % (r2 75 0)}

let p = create_lock()

{p 3 Lock H  (r1 *3 0) # (g +5 0)}

{((r1 3 0) #p 2 Lock H) # ((r2 3 0) % p 22 Lock H)}
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Proof

H = 3n,nq,ns. (T»—»n)*(rl1|—>/2n1)*(7’21v—>/2n2)*[n=n1+n2]

let r = ref O
let r1l = ref O
let r2 = ref O
{(r = 0) % (r1 = 0) % (rz > 0)}
1/2 1/2
{H (11 75 0) % (r2 75 0))
let p = create_lock()
{p 22 Lock H # (r1 3 0)  (ro ¥ 0)}
{((r 3 0) xp 2 Lock H) # ((rg *3 0) % p <> Lock H)}
r1+— 0% p~ Loc ro—> Uxp~> LOC
1/2O roL kK H 1/20 roL K H
acquire_lock p; acquire_lock p;

r :=Ir +1,; r :=Ir +1,;

Jean-Marie Madiot (Inria Paris) Separation Logic 4



Left thread

H = 3n,ng,ne. (ron)x (r v ny)  (ra v ng) « [n = ny +no)

{(r1 3 0) % p 2 Lock H}

acquire_lock p;
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Left thread

H = 3n,ng,ne. (ron)x (r v ny)  (ra v ng) « [n = ny +no)

{(r1 3 0) % p 2 Lock H}
acquire_lock p;

{(r 75 0) = H)}
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Left thread

H = 3n,nq,ns. (T»—»n)*(rl1|—>/2n1)*(7’21v—>/2n2)*[n=n1+n2]

{(r1 3 0) % p 2 Lock H}
acquire_lock p;

{(r1 3 ) = H)} so, for some n,ny,ny such that n = ny + na:
{(r1 53 0) % (r > n) = (r1 73 n) * (r2 5 ng)}

r := Ilr +1;
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Left thread

H

= 3In,n1,ng. (r—n)x*(r M2 ny) * (ro 1»—>/2n2) * [n = ny + na

{(r1 3 0) % p 2 Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(r 5 0) % (r > n) = (r1 5 ) * (r2 5 o)}

r := Ilr +1;

{(r1 73 0) % (r > n 4 1) 5 (r 5 ma) % (g 23 o)}
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Left thread

H = 3n,nq,ns. (T»—»n)*(rl1|—>/2n1)*(7’21v—>/2n2)*[n=n1+n2]

{(r1 3 0) % p 2 Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(r1 53 0) % (r > n) = (r1 73 n) * (r2 5 ng)}

r := Ilr +1;

((r 30) % (r—>n+1) = (r1 B ng)* (ra 5 ny)}

{(r1 5 0) % (r > n+ 1) (ry 3 ng)}

rl := Irl + 1;
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Left thread

H

= 3In,n1,ng. (r—n)x*(r M2 ny) * (ro 1»—>/2n2) * [n = ny + na
{(r1 3 0) % p 2 Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(r1 53 0) % (r > n) = (r1 73 n) * (r2 5 ng)}

r := Ilr +1;

((r 30) % (r—>n+1) = (r1 B ng)* (ra 5 ny)}

{(ry 5 0)  (r = n+ 1) = (rg 23 ny)}

rl := Irl + 1;

{(Tl'il)*(THn-i-l)*(T‘g'lL%nz)}
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Left thread

H

= 3In,n1,ng. (r—n)x*(r M2 ny) * (ro 1»—>/2n2) * [n = ny + na
{(r1 3 0) % p 2 Lock H}
acquire_lock p;
{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(r1 73 0) % (r > n) = (1153 ng) = (12 25 na)}
r := Ilr +1;
((r 30) % (r—>n+1) = (r1 B ng)* (ra 5 ny)}
{(ry 5 0)  (r = n+ 1) = (rg 23 ny)}
rl := Irl + 1;
1 1/2
{(ri = 1) (r—>n+1) = (rg = ng)}
{((ri B 1) % (ron+ 1) (r 253 1) = (rg 53 ng)}
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Left thread

H

= Eﬂn,nl,nQ. (T‘l—»ﬂ)*(Tl 1b—>/2n1)*(7’2 1»—>/2n2)*[n:n1+n2]
{(r1¥5 0) +p < Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(Tl'ﬁo)*(r’—’n)*(rl'1&711)*(7“2'1%712)}

r :=Ir +1;

{15 0) % (ot 1) 5 (r1 5 my) = (r2 5 o)}

{7“1'—> 0) = (Tr—>n+1)*(r2£n2)}

rl := Irl + 1;

{(r1'—>1) (rn—>n+1)*(r2£n2)}

{<T1H1) s (ron41) % (r 75 1) % (1o 75 ng)}
{(7“1'—>1)*H}

release_lock p;
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Left thread

H

= Eﬂn,nl,’H,Q. (T'_’n)*(’rl 1'—>/2n1)*(7’2!1—>/2n2)*[n:n1+n2]
{(r1¥5 0) +p < Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(r o 0) # (r—mn) = (r i ny) * (re B ng)}

r :=Ir +1;

{15 0) % (ot 1) 5 (r1 5 my) = (r2 5 o)}

{7“1'—> 0) = (Tr—>n+1)*(r2£n2)}

rl := Irl + 1;

{(r1 N D)x(r—n+1)=*(re 3 na)}

{<T1H1) s (ron41) % (r 75 1) % (1o 75 ng)}

{(7“1 '—> 1) * H}

release_lock p;

{(r 75 1))
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Left thread

H

= Eﬂnanhnl (7"—>n)*(n 1'—>/2n1)*(7’2!1—>/2n2)*[n:n1+n2]
{(r1¥5 0) +p < Lock H}

acquire_lock p;

{(r1 3 0) = H)} so, for some n,ny,ng such that n = n; + na:
{(ry ¥30) % (r > ) = (1175 my) = (ra 5 n)}

r :=Ir +1;

{15 0) % (ot 1) 5 (r1 5 my) = (r2 5 o)}

{(r1 7 0) 5 (1o m 1) (153 mp)}

rl := Irl + 1;

{(r1 N D)x(r—n+1)=*(re 3 na)}

{<T1H1) s (ron41) % (r 75 1) % (1o 75 ng)}

{(7“1 '—> 1) * H}

release_lock p;

{(r B 1)} nop~3 Lock H?
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Right thread

H = dn,ni,no. (r»—»n)*(rl»1—>/2n1)*(r2»1—>/2n2)*[n=n1+n2]

{(rg 3 0) % p %> Lock H}
acquire_lock p;

{(r2 %3 0) « H)}

r := Ilr + 1;

r2 := Ilr2 + 1;

{(ra 5 1) = H}
release_lock p;

{(ra 5 1))
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Finish up

let r = ref O
let r1 = ref O
let r2 = ref O
let p = create_lock()

{(Tl*ligO)*p«r/gLOCkH} {(TQ»fO)*pIgLockH}

acquire_lock p; acquire_lock p;
r := lr + 1; r := lr + 1;

rl := Irl + 1; r2 := lr2 + 1;
release_lock p; release_lock p;

{(r1 X3 1) xp 2 Lock H} || {(ra *5 1)+ p 22 Lock H}

1/2 1/2 1/2 1/2
{(rl»—>1)*(r2»—>1)*(r»—>n)*(r1»—»nl)*(rgv—>n2)*[n=n1+ng]}
{(rl»—>1)*(r2|—>1)*<rb—>n)*[n=1+1]}

assert (!r == 2);
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p > Lock (In, ny,ng. (r— n)* (r i ny) * (ry 2 ng) * [n = ny + na))

Question: Would replacing “1/2" with “ro” work?
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Some remarks

Ghost variables are the basic way of solving this problem
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Some remarks

Ghost variables are the basic way of solving this problem, but:
@ same example with an arbitrary number of threads?
@ how do we know adding variables really preserves the semantics?
@ that's reasoning, it should not be in the program
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Some remarks
Ghost variables are the basic way of solving this problem, but:
@ same example with an arbitrary number of threads?
@ how do we know adding variables really preserves the semantics?

@ that's reasoning, it should not be in the program

Ghost state is a more robust approach. A summary of Iris:

@ allocation of ghost state: for some a any “Resource Algebra”:

True =k 3v.~ ~» Ghost(a)
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Some remarks
Ghost variables are the basic way of solving this problem, but:
@ same example with an arbitrary number of threads?
@ how do we know adding variables really preserves the semantics?

@ that's reasoning, it should not be in the program

Ghost state is a more robust approach. A summary of Iris:

@ allocation of ghost state: for some a any “Resource Algebra”:

True =k 3v.~ ~» Ghost(a)

@ splitting of ghost state: for any a,b in an RA:

v ~» Ghost(a - b) < v ~» Ghost(a) * v ~» Ghost(b)
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Some remarks
Ghost variables are the basic way of solving this problem, but:
@ same example with an arbitrary number of threads?
@ how do we know adding variables really preserves the semantics?

@ that's reasoning, it should not be in the program

Ghost state is a more robust approach. A summary of Iris:

@ allocation of ghost state: for some a any “Resource Algebra”:

True =k 3v.~ ~» Ghost(a)

@ splitting of ghost state: for any a,b in an RA:

v ~» Ghost(a - b) < v ~» Ghost(a) * v ~» Ghost(b)

e validity in RA's e.g. valid((ra — 1) - (ro — ng)) = na =1
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Conclusion
Program verification using Separation Logic gives you:

@ Expressiveness: tree-shaped structures, and structures with sharing
@ Expressiveness: effectful, first-class functions, with local state

@ Expressiveness: concurrency, ghost state

@ Modularity: most-general specifications

@ Modularity: composable representation predicates

@ Abstraction: existential quantification of intermediate pointers

@ Abstraction: existential quantification of invariants

@ Practice: formalization in Coq of all heap predicates

@ Practice: characteristic formulas for reasoning rules

@ Practice: more advanced separation logic

https://iris-project.org/#learning
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