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Frame rule examples

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4



Length of a mutable list, recursively

let rec mlength (p:’a cell) =
if p == null then
0
else
let n’ = mlength p.tl in
1 +n’

Specification:

VpL. {p~ MList L} (mlength p) {\n. 'n = length L" * p ~~ MList L}
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Length of a mutable list, recursively

let rec mlength (p:’a cell) =
if p == null then
0
else
let n’ = mlength p.tl in
1 +n’

Specification:

VpL. {p~ MList L} (mlength p) {\n. 'n = length L" * p ~~ MList L}

We prove this specification by induction on L.
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Verification of mlength: nil case

Case L = nil. Then p = null. Goal is:
{p ~» MListnil} (0) {An. 'n = lengthnil’ % p ~~ MList nil}
Same as:

{'p=null'} (0) {An. m=0"% "p=null'}

(true by definition of triples, because p = null = 0 =0 A p = null.)
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Verification of mlength: using the frame rule
ILH.:  VLp. {p~> MListL} (mlength p) {A\n. 'n = length L' % p ~» MList L}

Assume p # null. So L = z :: L' for some x, L.

{p ~» MList L}

{p ~ MList (z :: L)}

{p— (z,p') % p' ~ MList L'}

let n’ = mlength p.tl in

// by induction hypothesis and framing p — (z,p’)
{p— (z,p') % p' ~ MList L' + 'n/ = |L'|"}

let n=1+n’ in

{p (z,p)*p ~ MList L'+ 'n' = |[L'"+ 'n=1+n""}
{pr> (z,p') xp ~ MList L' * 'n =1+ |L'|"}
{p~ MList(z:: L)% 'n=1+|L'|"}

{p ~ MList L * 'n = |L|"}

Exercise!
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Instantiation of the frame rule

Induction hypothesis:
{p/ ~ MList L'}
(mlength p’)
{M'. 'n/ =length L"" = p’ ~~ MList L'}

By the frame rule:
{p/ ~ MList L' = p — (2.p))}
(mlength p’)
{™n. 'n =length L"" = p/ ~» MList L' = p > (2,)}
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Verification of mlength: rocq

Rocq: mlength_spec — use of frame.
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Verification of in-place increment

let rec list_incr (p:’a cell) =
if p != null then begin
p-hd <- p.hd + 1;
list_incr p.tl
end

VpL. {p~ MList L} (1ist_incr p) {\_. p ~» MList (map (+1) L)}
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Verification of in-place increment

let rec list_incr (p:’a cell) =
if p != null then begin
p-hd <- p.hd + 1;
list_incr p.tl
end

VpL. {p~ MList L} (1ist_incr p) {\_. p ~» MList (map (+1) L)}

Exercise: proof sketch for in-place increment.
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Verification of in-place increment: frame rule

ILH.: VLp. {p~ MList L} (1ist_incr p) {A\_. p ~> MList (map (+1) L)}

{p ~ MList (z :: L")}

{p+— (z,p') *p/ ~ MList L'}

p-hd <- p.hd + 1;

{p— (x+1,p)*p ~ MList L'}

list_incr p.tl

// by induction hypothesis and framing p — (z + 1,p’)
{p— (x+1,p") *p ~ MList (map (+1) L)}

{p ~ MList (z + 1 :: map (+1) L)}

{p ~» MList (map (+1) (z :: L'))}
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Verification of list_incr: rocq

Rocq: list_incr_spec — guess state of proof after applying IH
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Specification of tree copy

let rec copy (p:node) : node = iy 4
if p == null then null else / y%g%g .
let pl1’ copy p.left in COAN SN
let p2’ = copy p.right in ‘{ZZZEXlZijES‘:
{ item = p.item; T

left = pl’;
right = p2’ }

Exercise: specify the tree copy function.

Exercise: proof sketch for tree copy
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Specification of tree copy

if p == null then null else / £
let pl’ = copy p.left in COAN SN
let p2’ = copy p.right in \{&" & “"
{ item = p.item; T

left = pl’;
right = p2’ }

let rec copy (p:node) : node = T f»\
“EY,

Exercise: specify the tree copy function.

VpT. {p~> MtreeT} (copy p) {\p'. p~ MtreeT * p' ~~ MtreeT'}

Exercise: proof sketch for tree copy
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Verification of tree copy: frame rule

p ~> Mtree T by pre-condition

pr> (z,p1,p2) * p1 ~ Mtree T} * py ~~ Mtree T, | by unfolding

p— (x,p1,p2) * p1 ~ Mtree T} * py ~ Mtree T

# pj ~> Mtree T} frame+-induction

p— (x,p1,p2) * p1 ~ MtreeTy * py ~» Mtree Ty
# pj ~» Mtree Ty * ph ~» Mtree Ty | frame+induction

p— (z,p1,p2) * p1 ~ Mtree T} * py ~~ Mtree T
x p' — (z,p),ph) * p} ~ Mtree T} * py ~ Mtree To | by allocation
p ~> Mtree T’
% p/ ~ MtreeT by folding
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Small footprint specifications
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Small footprint access to records
p—(v,q) = povxpt+log

Specification of a write on the head field:

{p— (w,9)} (p-hd <= v) {A. p> (v,9)}
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Small footprint access to records
p—(v,q) = povxpt+tleog

Specification of a write on the head field:

{p— (w,9)} (p-hd <= v) {A. p> (v,9)}

Same, but with a smaller footprint:

{p— w}(p.hd <= v) {A. p— v}
or {pr— -} (p.hd <- v) {A\_. p— v}
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Small footprint access to records
p—(v,q) = povxpt+liog
Specification of a write on the head field:

{p— (w,9)} (p-hd <= v) {A. p> (v,9)}

Same, but with a smaller footprint:

{p—w}(phd <= v) {A. p— v}
or {pr— -} (p.hd <- v) {A\_. p— v}

From small to large footprint using frame:

{p— w} (p-hd <- v) {A_. p—>}
{pw=xp+1—q}(phd <-v){A.p—v=xp+1—q}

FRAME
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Representation predicate for arrays

Representation predicate for C arrays:

|L|-1
p~ ArrayL = % p+i— L[i]
=0

%

Programmers know that p[i] is short for x(p+i)... and i[p] for *(i+p),
so the memory layout is transparent.
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Representation predicate for arrays

Representation predicate for C arrays:

|L|-1
p~ ArrayL = % p+i— L[i]
i=0

Programmers know that p[i] is short for x(p+i)... and i[p] for *(i+p),
so the memory layout is transparent.

Representation predicate for ML arrays:

|L|-1
p~ ArrayL = plength— |L| * 3 p[i] — L[i]

where p.length — n and p[i] — v are abstract definitions for the user.
Memory safety/GC assume we respect abstraction barrier.
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Small footprint specifications for C arrays

Small footprint specification for C array is the same as for any pointer,
since p[i] is just *(p + i)

{pr—-} (xp = v) {A.. p> 0}
{p—v}(xp)  {Az. 'z =0"xp—u}

large footprint specifications e.g. for array read/write are derivable
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Small footprint specifications of ML array operations
Recall the large footprint specifications:

tedoml =
{p~ Array L} (p. (1)) {A\z. "@ = L[i]" * p ~ Array L}
{p~> Array L} (p. (1) <= v) {A_. p~> Array (L[i :=v])}
{p ~> Array L} (Array.length p) {A\n. '"n = |L|" = p ~> Array L}

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4



Small footprint specifications of ML array operations
Recall the large footprint specifications:
1€domL =
{p ~ Array L} (p. (1)) {A\x. " = L[i]" = p ~ Array L}
{p~> Array L} (p. (1) <= v) {A_. p~> Array (L[i :=v])}
{p ~> Array L} (Array.length p) {A\n. '"n = |L|" = p ~> Array L}

Small footprint specifications:
Vp,i,v,n,
{pli] — v} (p. (D) {Ar. "z =" * p[i] — v}
{plil—-  (p- ) <= ) {A- pli] — v}
{p.length — n} (Array.length p) {\x. "z =n' * p.length — n}
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Small footprint specifications of ML array operations
Recall the large footprint specifications:

tedoml =
{p ~ Array L} (p. (1)) {A\x. " = L[i]" = p ~ Array L}
{p~> Array L} (p. (1) <= v) {A_. p~> Array (L[i :=v])}
{p ~> Array L} (Array.length p) {A\n. '"n = |L|" = p ~> Array L}

Small footprint specifications:
Vp,i,v,n,
{pli] — v} (p. (D) {Ar. "z =" * p[i] — v}
{plil—-  (p- ) <= ) {A- pli] — v}
{p.length — n} (Array.length p) {\x. "z =n' * p.length — n}

Derive large from small using frame and:
p~»ArrayL = p[i] — L[i] * p.length — |L|
Ll-1 . .
* *|j=|07j,4_ip[.7] — L[j]
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Dynamic access of ML arrays

Dynamic checks in ocaml:

# let v = Array.make 5 0 in v.(7);;
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Dynamic access of ML arrays

Dynamic checks in ocaml:

# let v = Array.make 5 0 in v.(7);;

Exception: Invalid_argument "index out of bounds"

This means preconditions must retain some header information.
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Dynamic access of ML arrays

Dynamic checks in ocaml:
# let v = Array.make 5 0 in v.(7);;
Exception: Invalid_argument "index out of bounds".

This means preconditions must retain some header information.

When running programs proved in separation logic, one can disable those
dynamic checks ocamlopt -unsafe and get faster code.

(Same story with null.)
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Heap entailment
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Heap entailment

Definition:
Hi>Hy, = YVYm.Hym = Hom

For example:
(r+—6) = 3In.(r—n)=* evenn’

Thanks to (=), we never need to manipulate heaps explicitly.

Some rules:
H 1> H: 2 H 9 > H 3
— >-REFL =>-TRANS
He>H H, > Hj;
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Frame property for heap entailment

Hl DH{

n ENTAIL-FRAME
Hl * HQ > Hl * HQ

For example, to prove:
(r—2)#(s—3) > (r—2)=(t—n)

it suffices to prove:
P (5> 3) & (t—n).
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Heap implications: true or false?

®© NSOk WD

(5> 3) 5 (5 4) = (51 4)  (r — 3)
( > (s+—4)* (r—3)
(s—>4)x(rw—3) > (r—4)
( = (r—3)

r—3) > (s 4)* (r—4)

% — %

(s — 3) = "False'
(r—4) = (r — 3) > "False’
(r — 3) = "False’
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Heap implications: true or false?

®© NSOk WD

( # (s —>4) > (s—4) % (r — 3) true
( > (s+—4)* (r—3)
(s—>4)x(rw—3) > (r—4)
( > (r—3)

r—3) > (s 4)* (r—4)

% — %

(s — 3) = "False'
(r—4) = (r — 3) > "False’
(r — 3) = "False’
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Heap implications: true or false?

®© NSOk WD

#(s—>4) > (s —4)(r—3) true

(
(r—3 false
(
(

( )
( > (s> 4) = )
(s—>4)x(rw—3) > (r—4)
( > (r — 3)

r—3) > (s 4)* (r—4)

% — %

(s — 3) = "False'
(r—4) = (r — 3) > "False’
(r — 3) = "False’
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Heap implications: true or false?

®© NSOk WD

s +— 3) = "False’

(7‘»—>3)*(5»—>4)>(3b—>4)*(rv—>3) true
(r—3)=(s—4)*(r—3) false
(s—>4)*(r—3) = (r—4) false
(s—4)*(r—3) = (r—3)
Falsej*(rn—>3) >(sn—>4)*(r;—>4)

) *®

)

)

(
(r—4) = (r — 3) > "False’
(r — 3) = "False’
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Heap implications: true or false?

(5> 3) 5 (5 4) = (51 4)  (r — 3)
( > (s+—4)* (r—3)
(s—>4)x(rw—3) > (r—4)
( = (r—3)

r—3) > (s 4)* (r—4)

% — %

s +— 3) = "False’

®© NSOk WD
T
=2
(%]
D
g

(
(r—4) = (r — 3) > "False’
(r — 3) = "False’
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Heap implications: true or false?

1. (r—3)x(s—4) > (s—4)x(r—3) true
2. (r—3) = (s—4)*(r—3) false
3. (s—4)x(r—3) > (r—4) false
4. (s—>4)*(r—3) = (r—3) false
5. 'False' % (r+—3) = (s 4) x (r— 4) true
6. (r—4)=(s— 3) > "False'
7. (re—4)=(r— 3) > "False'
8. (r—3)#*(r—3) > "False’
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Heap implications: true or false?

1. (r—3)x(s—4) > (s—4)x(r—3) true
2. (r—3)>(s—4)*(r—3) false
3. (s—4)x(r—3) > (r—4) false
4. (s—>4)*(r—3) = (r—3) false
5. 'False' % (r+—3) = (s 4) x (r— 4) true
6. (r—4)=(s— 3) > "False’' false
7. (re—4)=(r— 3) > "False'

8. (r—3)#*(r—3) > "False’
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Heap implications: true or false?

®© NSOk WD

(r—3)x(s—4) > (s—4)*(r—3) true
(r—3) > (s—4)=(r—3) false
(s—>4)%(r—3) > (r—4) false
(s—>4)*(r—3) > (r—3) false
False' s (r — 3) = (s — 4) * (r — 4) true
(r—4) = (s+— 3) = "False' false
(r—4) = (r — 3) > "False’ true
(r— 3)*(r—3) > "False’
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Heap implications: true or false?

®© NSOk WD

(r—3)x(s—4) > (s—4)*(r—3) true
(r—3) > (s—4)=(r—3) false
(s—>4)%(r—3) > (r—4) false
(s—>4)*(r—3) > (r—3) false
False' s (r — 3) = (s — 4) * (r — 4) true
(r—4) = (s+— 3) = "False' false
(r—4) = (r — 3) > "False’ true
(r— 3)*(r—3) > "False’ true
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Heap implications: true or false?

1. (r—3)x(s—4) > (s—4)x(r—3) true
2. (r—3)>(s—4)*(r—3) false
3. (s—4)x(r—3) > (r—4) false
4. (s—>4)*(r—3) = (r—3) false
5. 'False' % (r+—3) = (s 4) x (r— 4) true
6. (r—4)=(s— 3) > "False’' false
7. (re—4)=(r— 3) > "False' true
8 (r—3)*(r—3) = "False' true

(4 helps ensure absence of memory leaks in some cases)
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Instantiation of existentials and propositions

(r—6) = (In.(r — n)* ‘evenn')

To prove the above, we exhibit an even number n for which r — n.

Rules:

Hy = Hy[v/x] (Hy > H>) P
——————— = EXISTS-R PROP-R
Hy > (3z. Hy) Hy > (Hy="P")
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Instantiation of existentials and propositions

(r—6) = (In.(r — n)* ‘evenn')

To prove the above, we exhibit an even number n for which r — n.

Rules:
Hy = Hy[v/x] (Hy > H>) P
———————— EXISTS-R —— PROP-R
Hy > (3z. Hy) Hy > (Hy*"P")
Example:
REFL MATH
(7“»—»6) > (r»—>6) even 6
= - PROP-R
(r+—6) = (r~—6)x* even6
SUBST
(r—6) > ((r—mn)="evenn')[6/n]
- : EXISTS-R
(r—6) = 3n.(r — n) = "evenn
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Extraction of existentials and propositions

(In. "evenn’ x (r — n)) = (Im. "evenm’ * (r — m + 2))

To prove the above, we show that for any even number n, we have:

(r—mn) > 3Im. evenm’ % (r — m + 2)
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Extraction of existentials and propositions

(In. "evenn’ x (r — n)) = (Im. "evenm’ * (r — m + 2))
To prove the above, we show that for any even number n, we have:

(r—mn) > 3Im. evenm’ % (r — m + 2)

Reasoning rules:

x ¢ Ho V. (Hy > Hj) P = (H, > Hj)
EXISTS-L PROP-L
(Eﬂx.Hl) >H2 (rP-' *Hl) |>H2
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Heap implications: true or false?

(r+—3) =3n.(r—n)

An.(r—n) = (r—3)
In.(ron)xn>0=>3In."n>1"%(r— (n—1))
(r—3)x(s—3)=3In.(r—n)=*(s—n)
In.(r—n)xm>0%n<0 = (r—m)x*(r—m)

U W
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Heap implications: true or false?

(r—3) > 3n.(r—n) true
An.(r—n) = (r—3)
In.(ron)xn>0=>3In."n>1"%(r— (n—1))
(r—3)x(s—3)=3In.(r—n)=*(s—n)
In.(r—n)xm>0%n<0 = (r—m)x*(r—m)

U W
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Heap implications: true or false?

(r—3) > 3n.(r—n) true
In.(r—n) = (r—3) false
In.(ron)xn>0=>3In."n>1"%(r— (n—1))
(r—3)x(s—3)=3In.(r—n)=*(s—n)
In.(r—n)xm>0%n<0 = (r—m)x*(r—m)

U W
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Heap implications: true or false?

(r—3) > 3n.(r—n) true
In.(r—n) = (r—3) false
In.(r—n)«xnm>0>3In.n>1%(r—(n—-1)) true

(r—3)x(s—3)=3In.(r—n)=*(s—n)
In.(r—>n)xn>0"%"n<0" = (r—m)=(r—m)

U W
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Heap implications: true or false?

1. (r—3)c3In.(r—n) true
2. dn.(r—n) > (r—3) false
3. dn.(r—n)xm>0=In."n>1"=(r— (n—1)) true
4. (r—3)x(s—3) = 3In.(r—mn)=(s—n) true
5 dn.(r—n)xm>0%n<0 > (r—m)s*(r—m)
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Heap implications: true or false?

1. (r—3)c3In.(r—n) true
2. dn.(r—n) > (r—3) false
3. dn.(r—n)xm>0=In."n>1"=(r— (n—1)) true
4. (r—3)x(s—3) = 3In.(r—mn)=(s—n) true
5. dn.(r—n)xm>0%*n<0 > (r—>m)x«(r—m) true
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Proving heap entailment relations

Systematic approach to dealing with heap entailment:
@ extract from left hand side,
@ instantiate in right hand side,

© cancel equal predicates on both sides.

Example:

a:int,a>5F (r—3)x(s—a) = (r—3)*(s—a)
a:int,a>5F (r—3)x(s—a) = (r—3)*(s— 3+ (a—3))
a:int,a>5F (r—3)x(s—a) > Im.(r—3)*(s—3+m)

a:int,a>5F (r—3)x(s—a) = Inm.(r—n)*(s—n+m)

J+ Ja."a>5 % (r—3)x(s—a) = Inm.(r—n)*(s—>n+m)

I+ (r—3)+*3a."a>5%(s—a) > Inm.(s—>n+m)=(r—n)
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Structural rules

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4



Frame rule

{H1} t {\z. H}
{Hl * HQ} t {/\1‘ Hi * Hz}

Reformulation:

{H1}t {Qn}
{Hl * Hz} t {Ql * Hz}

FRAME

with the overloading:

Q+H = Mx. (Qu=H)
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Consequence rule

HeH (H}t{Q) Q=Q
(= {Q)

CONSEQUENCE

with the overloading:

Q' >Q =Vz2.(Q z=Qu)
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Consequence rule

HeH (H}t{Q) Q=Q
(= {Q)

CONSEQUENCE

with the overloading:

Q' >Q =Vz2.(Q z=Qu)

Note that H and H’ must cover the same set of memory cells, that is, no
garbage collection is allowed here. Similarly for @ and Q'.
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Recall the need for garbage collection

let myref x =
let r = ref x in
let s = ref r in

r

From:
{""} (myref x) {Ar. r—x x Is.s —> 1}

To:
{m} (myref x) {)\T. T 1‘}
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Recall the need for garbage collection

let myref x =
let r = ref x in
let s = ref r in

r

From:
{""} (myref x) {Ar. r—x x Is.s —> 1}

To:
{rj}(myref x){AT.?‘F» x}

Can the following rule be used by choosing H' = 3s. 5+ 1?
{H} t{Q = H'"}
{H}t{Q}

GC-POST’
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Garbage collection rules

Two rules: recall GC

{H}t{Q}

{H = GC} t {Q}

Jean-Marie Madiot (Inria Paris)

=30 . H'

{H} 1 {Q = GC}
{H} t{Q}

GC-PRE

GC-POST
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Garbage collection rules

Two rules: recall GC = 3H'. H'

@ (H) ¢ (Q = 6C}

{H » GC} t {Q} (g CoTesT

Remarks:

® GC-PRE is derivable from GC-POST and FRAME (Exercise)
@ no analog in Iris, where by default P+ Q — P.
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Garbage collection rules
Two rules:  recall GC = JH'. H'

A} 11Q) GO-PRE {H) 11Q = 6C) GC-POST
{H = GC} 1 {Q} {H}t{Q}

Remarks:

® GC-PRE is derivable from GC-POST and FRAME (Exercise)
@ no analog in Iris, where by default P+ Q — P.
Consequences:

(H} t {Q} {(H} t {\e.Qu = H'}
{H « H'} t {Q} {H}t{Q}

In 3H’. H', the choice of H' may depend on the return value x. For
(Ar. 7 +— x % Is.s+— r), we may instantiate H' as (Is.s +— ).
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Extraction of existentials and propositions

{In. (r — n) = "evenn'} (1r) {A\x....}
To prove the above, we need to show that:

Vn.evenn = {r—n}('r) {\z....}

Rules:

vét,Q Vo {H}t{Q} P = {H}t{Q}

EXISTS PROP

(3. H} t {Q} {'P'=H} t{Q}
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Extraction of existentials and propositions

{In. (r — n) = "evenn'} (1r) {A\x....}

To prove the above, we need to show that:

Vn.evenn = {r—n}('r) {\z....}

Rules:

rELQ Ve (H}HIQY o P = {H}t{Q)

{Fz. H} t {Q} {"P« H} t{Q}

PROP

Remark: why no rule introducing of 3z. and "P" in the postcondition?
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Application: copying a tree with invariants

Specification of copy for binary trees:
{p ~ MtreeT} (copy p) {\p'. p ~ MtreeT * p’ ~ Mtree T’}
Description of complete binary trees:

p ~» MtreeComplete T = 3n. (p ~> MtreeT) % "depthnT"

Exercise: give a specification of copy in terms of MtreeComplete;
which rules are used to derive this specification?
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Application: copying a tree with invariants

Specification of copy for binary trees:
{p ~ MtreeT} (copy p) {\p'. p ~ MtreeT * p’ ~ Mtree T’}
Description of complete binary trees:

p ~» MtreeComplete T = 3n. (p ~> MtreeT) % "depthnT"

Exercise: give a specification of copy in terms of MtreeComplete;
which rules are used to derive this specification?

{p ~ MtreeComplete T’} (copy p) {\p/. p~» MtreeCompleteT' }
% p' ~ MtreeComplete T'
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Proof of the derived specification
(1) By unfolding of MtreeComplete:
{In. (p ~> MtreeT) = "depthnT"}

(copy p)
{A'. 3n. (p~ MtreeT) = "depthnT" }
# In. (p/ ~» MtreeT) = "depthnT"
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Proof of the derived specification
(1) By unfolding of MtreeComplete:
{In. (p ~> MtreeT) = "depthnT"}

(copy p)
{A'. 3n. (p~ MtreeT) = "depthnT" }
x In. (p/ ~ MtreeT) = "depthnT"

(2) By the EXISTS and PROP rules:

Vn. depthnT = {p ~> Mtree T’}

(copy p)
{A\p. 3In. (p~ MtreeT) = "depthnT" }
# In. (p/ ~ MtreeT) = "depthnT"
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Proof of the derived specification
(1) By unfolding of MtreeComplete:
{In. (p ~> MtreeT) = "depthnT"}

(copy p)
{A'. 3n. (p~ MtreeT) = "depthnT" }
x In. (p/ ~ MtreeT) = "depthnT"

(2) By the EXISTS and PROP rules:

Vn. depthnT = {p ~> Mtree T’}

(copy p)
{A\p. 3In. (p~ MtreeT) = "depthnT" }
x dAn. (p ~» MtreeT) * "depthnT"

(3) By the CONSEQUENCE rule:

p~ MtreeT * p' ~ MtreeT = 3n. (p ~ MtreeT) = "depthnT"
# In. (p/ ~» MtreeT) = "depthnT"

(4) Conclude using comm., assoc., extrusion, and EXISTS-R and PROP-R.
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Proof of the derived specification

Rocq: mtree.v — use of exist/prop rules
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Summary
Structural rules:

HeH  {H}t{Q} Q=@

{H} ; {Q} CONSEQUENCE
(HytiQecey ey
{H} t{Q} {Hy * Ha} t {Qq * Ho}
Vao. {H} t {Q} N P = {H}t{Q} O
(G H) 1 (@) (P H} 1 (Q)

Other structural rules are derivable.
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Reasoning rules for terms — or break?
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Reasoning rule for sequences

Example:

{r —n} (incr =) {A_.7+—>n+ 1}
{r—n+1}(r){x."z=n+1"*r—>n+1}

{r—n}(incr r; 'r){M.z=n+1"xr—n+1}
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Reasoning rule for sequences

Example:

{r —n} (incr =) {A_.7+—>n+ 1}
{r—n+1}(r){x."z=n+1"*r—>n+1}

{r—n}(incr r; 'r){M.z=n+1"xr—n+1}

Exercise: complete the rule for sequences.

) b ()
{H} (t1; t2) {Q}
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Reasoning rule for sequences

Solution 1:

{Hyt1 (A H'}  {H'} t2 {Q}
{H} (t1; t2) {Q}

Solution 2:

{H} t:{Q"}  {Q' 0} t2 {Q}
{H} (t1; t2) {Q}

Remark: Q' = A_. H' is equivalent to Q' () = H'.
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Reasoning rule for let-bindings

Exercise: complete the reasoning rule for let-bindings.

(ot () Vo (o )
{H} (Ietw =1 intg) {Q}
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Reasoning rule for let-bindings

Exercise: complete the reasoning rule for let-bindings.

(ot () Vo (o )
{H} (Ietw =1 int2) {Q}

Solution:

()0 (Q) Vo Qo) 6 (Q}
{H} (letx = t1ints) {Q}
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Example of let-binding

{H) i {Q"}  Va. {Q'z} £ {Q)
{H} (letx = t1int2) {Q}

Exercise: instantiate the rule for let-bindings on the following code.

{r—3} (let a = It in a+1) {Q}
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Example of let-binding

{H) i {Q"}  Va. {Q'z} £ {Q)
{H} (letx = t1int2) {Q}

Exercise: instantiate the rule for let-bindings on the following code.

{r— 3} (let a = It in a+1) {Q}

Solution:
H (r—3)

Q Ax. "z =4"#(r — 3)
Q = M. y=3x(r—3)
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Bind rule

Logics often have bind rule in order to focus on an expression:

{H}e{Q'} Vv {Qv}C[v]{Q}  Cis an evaluation context
{H} Cle] {Q}

it is like applying let expansion:

BIND

Cle] ~ 1letx=ein C[z]

then applying the let rule.

A term that has been fully “let-expanded” is said to be in A-normal form
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Reasoning rule for values

Example:
{""}3{\x. "z =3"}
Rule:

VAL
{"" Yo {z."x=0"}

Exercise: state a reasoning rule for values using a heap implication.

>

{H} v {Q}
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Reasoning rule for values

Example:
{""}3{\x. "z =3"}
Rule:

VAL
{"" Yo {z."x=0"}

Exercise: state a reasoning rule for values using a heap implication.

{H}v{Q}
Solution:
Hr>Qu
—————— VAL-FRAME
{H}v{Q}
Jean-Marie Madiot (Inria Paris) Separation Logic 2/4 February 10, 2026
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Derivability of the val-frame rule

Hr>Qu
————— — VAL-FRAME
{H} v {Q}
Proof:
————— HYPOTHESIS
H=Qu
SUBST
Ve.x =v = (H > Qu)
VAL PROP-L
{"Yv{Az. "z =0} Vo. "z =v"«H) > (Qu) o
FRAME DEF OF >
{H}v{ z.'z=v"+H} M. "z=0v"+H) >Q
CONSEQ
{H} v {Q}
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Reasoning rule for conditionals

Rule:

(v=true = {H} t; {Q}) (v =false = {H}t2 {Q})
{H} (ifvthent;elsets) {Q}

IF
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Reasoning rule for conditionals

Rule:

(v=true = {H} t; {Q}) (v =false = {H}t2 {Q})
{H} (ifvthent;elsets) {Q}

IF

When v is not a value, transformation to A-normal form:

(iftothentielsets) ~ (letz =tyin (if zthent elsets))
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Reasoning rule for functions
Rule:

v] = Azt {H} tlve/x] {Q}
{H} (v1v2) {Q}

Transformation to A-normal form if ¢; or t9 is not a value:

(tite) ~ (letf=tiinletv=1tain(fv))
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Reasoning rule for functions

Rule:

v] = Azt {H} tlve/x] {Q}
{H} (v1v2) {Q}

Transformation to A-normal form if ¢; or t9 is not a value:

(tite) ~ (letf=tiinletv=1tain(fv))

Remark: in general we have {H} t' {Q} < {H} t {Q} for pure
deterministic reductions, i.e. if t —pyre ', where

r—y Vz(x—>2)=y=2 Vm (¢, m)y —ger (', m)

/
T —det Y t —pure t
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Verification of a simple function

let incr r =
let a = !r in
r := at+l

Specification:
Vrn. {r+— n} (incr r) {\. r > n + 1}

Verification:
Fix  and n. We need to prove that the body satisfies the specification:

{r—>mn}(let a =!r inr := a+1) {A\_. r—>n+ 1}
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Verification of a simple function

let incr r =
let a = !r in
r := at+l

Specification:
Vrn. {r+— n} (incr r) {\. r > n + 1}

Verification:
Fix  and n. We need to prove that the body satisfies the specification:

{r—>mn}(let a =!r inr := a+1) {A\_. r—>n+ 1}

We conclude using the let-binding rule: Q' = Az. "z = n’" * (r — n).
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Reasoning rule for recursive functions

Rule:

v1 = pfAct  {H}tlv/f]ve/x] {Q} FIX
{H} (v1v2) {Q}

Specification of recursive functions may be established by induction.
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Reasoning rule for recursive functions

Rule:

v1 = pfAct  {H}tlv/f]ve/x] {Q} FIX
{H} (v1v2) {Q}

Specification of recursive functions may be established by induction.

Remark: again, viva —pure t[v1/f][v2/7]
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Verification of a recursive function

let rec mlength (p:’a cell) =
if p == null
then 0O
else let p’ = p.tl in
let n’ = mlength p’ in
1 +n’

Specification:

VLp. {p~> MList L} (mlength p) {An. 'n = |L|" * p ~» MList L}
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Verification of a recursive function

let rec mlength (p:’a cell) =
if p == null
then 0O
else let p’ = p.tl in
let n’ = mlength p’ in
1 +n’

Specification:

VLp. {p~> MList L} (mlength p) {An. 'n = |L|" * p ~» MList L}

We prove this specification by induction on L.

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4

February 10, 2026
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {A\n. "n = |nil|' * p ~ MList nil}
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {A\n. "n = |nil|' * p ~ MList nil}

— Unfold to:
p=null = {"p=null'} (0) {An. "n=nill" * p=null}
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {A\n. "n = |nil|' * p ~ MList nil}

— Unfold to:
p=null = {"p=null'} (0) {An. "n=nill" * p=null}

— Replace p with null.
{"null = null'} (0) {An. 'n = |nil|" * "null = null'}
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {A\n. "n = |nil|' * p ~ MList nil}

— Unfold to:
p=null = {"p=null'} (0) {An. "n=nill" * p=null}

— Replace p with null.
{"null = null'} (0) {An. 'n = |nil|" * "null = null'}

— Apply the VAL-FRAME rule.
r 1 r 7 r q
null = null’ = "0 = |nil|" * "null = null
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {A\n. "n = |nil|' * p ~ MList nil}

— Unfold to:
p=null = {"p=null'} (0) {An. "n=nill" * p=null}

— Replace p with null.
{"null = null'} (0) {An. 'n = |nil|" * "null = null'}

— Apply the VAL-FRAME rule.
r 1 r 7 r q
null = null’ = "0 = |nil|" * "null = null

Case p # null. Goal is unfolded to:

p#null= {"p=null'} (et p> = ...) {Xn. '"n=il]" * 'p=null'}
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Verification of mlength: nil case
Case p = null. Goal is:

p = null = {p ~» MListnil} (0) {An. "n = |nil|" * p ~~ MListnil}

— Unfold to:
p=null = {"p=null'} (0) {An. "n=nill" * p=null}

— Replace p with null.
{"null = null'} (0) {An. 'n = |nil|" * "null = null'}

— Apply the VAL-FRAME rule.
r bl r TR r bl
null = null’ = "0 = |nil|" * "null = null

Case p # null. Goal is unfolded to:
p#null= {"p=null'} (et p> = ...) {Xn. '"n=il]" * 'p=null'}

— Use PROP to get the tautology:
p#null=p=null= {} (et p> = ...) {&n. '"n=nil]" * 'p=null'}
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Verification of mlength: cons case, null case

Case p = null. Goal is:

p=null= {p~ MList (z :: L")} ... {...}

Derive a contradiction from null ~» MList (x :: L) = "False" and the
consequence rule and PrRoP
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Verification of mlength: cons case (1/2)

Case p # null. Goal is:
{p ~ MList (z :: L")}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{An. 'n=|x: L'|" % p~ MList (z :: L')}
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Verification of mlength: cons case (1/2)

Case p # null. Goal is:
{p ~ MList (z :: L")}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{An. 'n=|x: L'|" % p~ MList (z :: L')}

— unfold MList, use EXISTS to introduce p’ and choose p’ in post:
{p ~ MList L' = p — (2,p)}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{An. 'n=|z: L' % p ~ MList L' x p— (x,p)}
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Verification of mlength: cons case (1/2)

Case p # null. Goal is:
{p ~ MList (z :: L")}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{An. 'n=|x: L'|" % p~ MList (z :: L')}

— unfold MList, use EXISTS to introduce p’ and choose p’ in post:
{p/ ~» MList L' * p— (z,p')}
(let p’ = p.tl in let n’ = mlength p’ in 1 + n’)
{A. m=|x:L|" = p ~ MList L' * p— (z,p')}

— Apply the let-binding rule, and the read rule. Remains:
{p/ ~ MList L' * p — (z,p')}
(let n’ = mlength p’ in 1 + n’)
{A. 'n=|L|" * p' ~ MList L' * p— (z,p')}

— Apply the frame rule to remove: p — (z,p’).
— Apply the let-binding rule with : Q@ = An/."n/ = |L/|" * p’ ~ MList L.
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Verification of mlength: cons case (2/2)

There remains to prove the two premises of the let-rule.
— First branch, exploit the induction hypothesis:
{p’ ~ MList L'} (mlength p’) {\n’. 'n/ = |L'|" * p’ ~» MList L'}
— Second branch:
{p/ ~ MList L' = 'n = |L'['} (1 + n’) {\n. 'n=|L|" * p’ ~ MList L'}
— Apply the PROP rule and the VAL-FRAME rule.
n=|L| = p ~MLstLl = "1+n" =|L"*p ~ MList

— Cancel equal parts, conclude using |L| = |z : L'| =1+ |[L'|=1+n'.
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Verification of mlength: rocq

Rocq: mlength_spec — rules for terms.
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Loops in Separation Logic

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4



Verification of a for-loop

let facto n =
let r = ref 1 in

for i = 2 to n do
let v = !r in
r =V * i;
done;
Ir
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Verification of a for-loop

let facto n = Before the loop

let r = ref 1 in
r—1
for i = 2 to n do
let v = Ir in At each iteration:
r =V * i;
done; from r— (i—1)! to rw—il
Ir
After the loop:
r—n!
February 10, 2026 56 /69
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Verification of a for-loop

let facto n = Before the loop

let r = ref 1 in r o 1
for i = 2 to n do
let v = Ir in At each iteration:
T =V ¥ i
done; from r— (i—1)! to rw— il
Ir
After the loop:

r—n!

Loop invariant (I : int — Hprop) that applies for any i € [2,n + 1]:

Ii = re(i—1)

Jean-Marie Madiot (Inria Paris) Separation Logic 2/4 February 10, 2026 56 /69



Reasoning rule for for-loops

Reasoning rule for the case a < b:

Viela,b]. {Ii}t{\.T(i+1)}
{Ia} (fort =atobdot) {A\_.I(b+1)}
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Reasoning rule for for-loops

Reasoning rule for the case a < b:

Viela,b]. {Ii}t{\.T(i+1)}
{Ia} (fort =atobdot) {A\_.I(b+1)}

General rule, also covering the case a > b:

Viela,b]. {Ii}t{\.T(i+1)}
{Ia} (fori =atobdot) {\_..I(maxa(b+ 1))}

or just the special case

a>b
{P} (fori = atobdot) {\_. P}
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Reasoning rule for while loops using invariants

In general, need two invariants (I : Hprop) and (.J : bool — Hprop)
o [ after to, before ¢

@ J specifying condition t1's result, before to

{I} t; {J} {J true} to {\_. I}
{I} (whilet; dota) {A\_. J false}

o for total correctness: parameterize the invariant with a measure.
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Reasoning rule for while loops using induction

We focus on a different approach that:
@ supports total correctness through the meta-logic;

@ allows to apply the frame rule during iterations.
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Reasoning rule for while loops using induction

We focus on a different approach that:
@ supports total correctness through the meta-logic;

@ allows to apply the frame rule during iterations.

Prove a triple {H} (whilet; dot2) {@} by induction, using:

{H} (ift1 then (t2; (whilet; doty))else () {Q}
{H} (whilet; dots) {Q}
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Length with a while loop

f—-‘z\\ :_.E‘
S GIERBERND) (NESNESNES

L, L,

null

let mlength (p:’a cell) =
let t = ref 0 in
let £ = ref p in
while !f != null do

incr t;

f = ('f).t1;
done;
It
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Length with a while loop: induction

f—-{i\‘ t
A A T THL A A3

Ly L.

We discard Lq and prove by induction on Ly that for all n and g:

{q~ MList Ly = f— q % t— n}
(while !f != null do incr t; f := (!f).tl; done)
{q ~» MList Ly * f+— null % t — (n + length L)}

The loop unfolds to:

if !'f != null
then (incr t; f := (!f).tl; while .. do .. domne)
else ()

Exercise: give a proof sketch for the induction for mlength.
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Length with a while loop: use of frame

H=m ‘tm{-i )
7“@“ (i E\ fv
X7 g m+4+||.| v
— —
M=mtiL] =
q ~~» MList Loy * froq x=t—n begin
qg—A{z;¢}*¢ ~MList L, f—q =t—n unfold
q— {x;d x¢ ~ MList Ly« f—>q #t—>n+1 increment
q— {x;d}x¢ ~ MList Ly f—q *t—>n+1 follow head

q— {x;q'|} * ¢ ~ MList L, = f — null % t — n + 1 + |L}| frame+Ind.hyp.

q ~» MList Ly # f > null %t — n + |Lo|

fold
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Basic higher-order functions
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Apply

let apply f x =
fx

Specification:

VixHQ.

Jean-Marie Madiot (Inria Paris)

{H} (f2) {Q}
= {H} (apply f z) {Q}
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Apply

let apply f x =
fx

Specification:

VizHQ. {H} (f2) {Q}
= {H} (apply f z) {Q}

This is equivalent to the form below, which involves nested triples:

VieHQ. {H « "{H} (fz){Q}"} (apply f z) {Q}
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Apply on a reference

let refapply r f =
r :=f Ir

Exercise: give two specifications for the function refapply.
In the first, assume f to be pure, and introduce a predicate Pz y.

In the second, assume that £ also modifies the state from H to H'.
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Apply on a reference

let refapply r f =
r :=f Ir

Exercise: give two specifications for the function refapply.
In the first, assume f to be pure, and introduce a predicate Pz y.
In the second, assume that £ also modifies the state from H to H'.

VrfxP. {""} (fz){\y."Pxy'}
= {r— a} (refapplyr f) {\.. Jy. Pzy' = r—y}
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Apply on a reference

let refapply r f =
r :=f Ir

Exercise: give two specifications for the function refapply.
In the first, assume f to be pure, and introduce a predicate Pz y.
In the second, assume that £ also modifies the state from H to H'.

VrfxP. {""} (fz){\y."Pxy'}
= {r— a} (refapplyr f) {\.. Jy. Pzy' = r—y}

VrfoHH'P. {(H} (fz) {\y."Pay" « H'}
= {(r—a)« H}

(refapplyr f)
{A\. Jy."Pzy" = (r—vy) =« H}
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Function repeat

let repeat n f =
for i = 0 to n-1 do
40)

done

Exercise: specify repeat, using an invariant I, of type int — Hprop.
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Function repeat

let repeat n f =
for i = 0 to n-1 do
40)

done

Exercise: specify repeat, using an invariant I, of type int — Hprop.

VnflI. (Vie[0,n). {Ii} (fO){ . I(i+1)})
= {10} (repeatn f) {\.. In}

The premise consists of a family of hypotheses describing the behavior of
applications of f to particular arguments.
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Iteration over a pure (immutable) list

pure lists (*a list) # mutable lists (*a cell)
A They are allocated in memory but by design the A
language guarantees they behave like base values.
let rec iter (f : ’a -> unit) (1 : ’a list) =
match 1 with
I 1 ->0

| x::t > f x; iter f t

Exercise: specify iter, using an invariant I, of type lista — Hprop.
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Possible answers

Invariant on past elements:

Vak {Tk} (f ) {\_. I (k&x)}
v {(Inil} iter f1{\_. I} ITER-PAST

where k& = k+(x :: nil).

Invariant on future elements:

ypr Yo (I(z:k)}(f=) {A_.. L
(I} iter f1{\_. Inil}
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Possible answers

Invariant on past elements:

Vak {Tk} (fz) (M. T (k&)

v {Inil} iter f1{\_ I1}

ITER-PAST

where k&z = k+(x ::

Invariant on future elements:

Vak {I(z = k)} (fz) (A Tk}

v (I} iter f1{\_. Inil}

ITER-FUTURE

Exercise: Give an example where ITER-PAST is insufficient

Exercise: Show ITER-FUTURE implies ITER-PAST
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The end!
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