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Reminders about ghost state
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What are invariants lacking?

At high-level the program has two interleavings:

let r = ref 0 in

let 1 = newlock () in
acquire 1; || acquire 1;
r:=Ilr+1; || r:=Ir+1;

release 1 || release 1

acquire 1;
assert (!r = 2)
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What are invariants lacking?

At high-level the program has two interleavings:

let r = ref 0 in 0

let 1 = newlock () in thread 1 thread 2
acquire 1; || acquire 1; / \
r:=Ilr+1; || r:=Ir+1; 1 1
release 1 || release 1

acquire 1; threadxl Aead 1

assert (!r = 2) 9
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What are invariants lacking?

At high-level the program has two interleavings:

let r = ref 0 in 0

let 1 = newlock () in thread 1 thread 2
acquire 1; || acquire 1; / \
r:=Ilr+1; || r:=Ir+1; 1 1
release 1 || release 1

acquire 1; thma;t;\\y z//;;eadl

assert (!r = 2)

2
A proof would need need to reflect this somehow.
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What are invariants lacking?

At high-level the program has two interleavings:

let r = ref 0 in 0

let 1 = newlock () in thread 1 thread 2
acquire 1; || acquire 1; / \
r:=Ilr+1; || r:=Ir+1; 1 1
release 1 || release 1

acquire 1; threah Aead 1

assert (!r = 2) 9

A proof would need need to reflect this somehow.
@ some notion of state embedded into the separation logic
e splitting (and combining) states into parts for each thread

@ all possibles orders: combining is commutative and associative (same
reason as for )

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 3/57



One way to add state: auxiliary variables

let r = ref O
let r1 = ref O
let r2 = ref O
let p = newlock()

acquire p; acquire p;
r := lr +1; r :=Ilr +1;
rl := Irl + 1; r2 := !r2 + 1;
release p; release p;
acquire p;
assert (!r == 2);
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Ghost state
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What is ghost state?

In parallel programs p = e1]|...||en, reductions (p,h) — (p’,h’) can be
from any of the e;, so — is non-deterministic.
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What is ghost state?

In parallel programs p = e1]|...||en, reductions (p,h) — (p’,h’) can be
from any of the e;, so — is non-deterministic.

Correctness of non-deterministic programs must consider all possible
physical steps (p, h) — (p', h').

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 6 /57



What is ghost state?

In parallel programs p = e1]|...||en, reductions (p,h) — (p’,h’) can be
from any of the e;, so — is non-deterministic.

Correctness of non-deterministic programs must consider all possible
physical steps (p, h) — (p/,h"). For each, we get to choose a ghost
update g — ¢’
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What is ghost state?

In parallel programs p = e1]|...||en, reductions (p,h) — (p’,h’) can be
from any of the e;, so — is non-deterministic.

Correctness of non-deterministic programs must consider all possible
physical steps (p, h) — (p/,h"). For each, we get to choose a ghost
update g — ¢’
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What is ghost state?

In parallel programs p = e1]|...||en, reductions (p,h) — (p’,h’) can be
from any of the e;, so — is non-deterministic.

Correctness of non-deterministic programs must consider all possible
physical steps (p, h) — (p/,h"). For each, we get to choose a ghost
update g — ¢’
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Ghost state also needs to be split ¢ = g1 - ... - g,, one part for each e;.
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Ghost state, ghost assertions

Let (M, -) be a commutative semigroup (or “monoid”), i.e. Yabc € M:

a-(b-c)=(a-b)-c a-b=b-a
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Ghost state, ghost assertions

Let (M, -) be a commutative semigroup (or “monoid”), i.e. Yabc € M:
a-(b-c)=(a-b)-c a-b=b-a

a € M is called a resource. At any given time:

@ each thread t; “owns” a resource a; € M,
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Ghost state, ghost assertions
Let (M, -) be a commutative semigroup (or “monoid”), i.e. Yabc € M:
a-(b-c)=(a-b)-c a-b=b-a

a € M is called a resource. At any given time:
@ each thread t; “owns” a resource a; € M,

@ each unopened lock “owns” a resource r; € M that satisfies its R;
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Ghost state, ghost assertions

Let (M, -) be a commutative semigroup (or “monoid”), i.e. Yabc € M:
a-(b-c)=(a-b)-c a-b=b-a
a € M is called a resource. At any given time:
@ each thread t; “owns” a resource a; € M,

@ each unopened lock “owns” a resource r; € M that satisfies its R;

o the global resource a1 ... -an 71 - ... - 1) is the global ghost state
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Ghost state, ghost assertions

Let (M, -) be a commutative semigroup (or “monoid”), i.e. Yabc € M:
a-(b-c)=(a-b)-c a-b=b-a

a € M is called a resource. At any given time:
@ each thread t; “owns” a resource a; € M,
@ each unopened lock “owns” a resource r; € M that satisfies its R;

@ the global resource ay - ... -an -7r1-... -7 is the global ghost state

Ownership of a is written 37& I. Composition maps to separation:

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 7/57



Ghost updates

The prover can perform some “ghost updates” inside each thread:

. .
ai=1d ~ changing a - as-as-... toad ~as-as-...
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Ghost updates

The prover can perform some “ghost updates” inside each thread:
iidﬁl = iiciz,’ii ~ changing @ -as-as-... tod -as-as- ...

The ghost state can be updated before or after physical steps:

(GHOST-UPDATE

P=7r {P'} c{\z. Q'} Vr. Q'z = Qu
{P}e{re. Q}

but P = P’ does not imply P = P’
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Ghost updates

The prover can perform some “ghost updates” inside each thread:
iidﬁl = iiciz,’ii ~ changing @ -as-as-... tod -as-as- ...

The ghost state can be updated before or after physical steps:

(GHOST-UPDATE
P=7r {P'} c{\z. Q'} Vr. Q'z = Qu

{P} c{Az. @}
but P = P’ does not imply P = P’

But to be useful, we must deduce something from iicitﬁl, knowing that other

threads can update their own resources.

any idea how?
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Validity

Idea: pick an invariant on the global resource, validity: V : M — Prop

V(a-b)

Viay-... an-7r1-...-7%) at all times and
(a1 1 k) Via)
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Validity

Idea: pick an invariant on the global resource, validity: V : M — Prop

V(a-b)

Viay-... an-7r1-...-7%) at all times and
(a1 1 k) Via)

Follows rely-guarantee-style protocol:
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Validity
Idea: pick an invariant on the global resource, validity: V : M — Prop
: V(a-b)
V(ay-...-ap-7r1-... 1) atall times and _
V(a)

Follows rely-guarantee-style protocol:

@ ownership iicizﬁl provides validity of the “local” resource:

al = V(a)

| —
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Validity

Idea: pick an invariant on the global resource, validity: V : M — Prop

: V(a-b)
V(g ... ap-71-... 1) atall times and —_—
V(a)

Follows rely-guarantee-style protocol:
@ ownership iicizﬁl provides validity of the “local” resource:

a| = V(a)

I_
@ updating ghost iic;l = (ciz’ﬂ; requires preservation of global validity in
all contexts:

;zzi, e = [ V@=V@)
a| 9‘6/1} | YVeeM V(a-c)=V(dc)

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 9/57



Validity

Idea: pick an invariant on the global resource, validity: V : M — Prop

: V(a-b)
V(g ... ap-71-... 1) atall times and —_—
V(a)

Follows rely-guarantee-style protocol:
@ ownership iicizﬁl provides validity of the “local” resource:

a| = V(a)

| —

@ updating ghost iic;l = wtciz’ﬂ; requires preservation of global validity in
all contexts:

a~a , V(a) = V(d')

‘7(1 = d amra = {Vce/\/l V(a-c)=V(d - c)

a ~ a' is called a frame-preserving update.
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Resource algebra

A resource algebra is a triple (M, -, V) such that (M, ) is a commutative
semigroup with a downward-closed predicate V € M, i.e. satisfying Ya b c:

a-(b-c)=(a-b)-c a-b=b-a

, V(c) a<c
Last rule also written
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Resource algebra

A resource algebra is a triple (M, -, V) such that (M, ) is a commutative
semigroup with a downward-closed predicate V € M, i.e. satisfying Ya b c:

Via-b
a-(b-c)=(a-b)-c a-b=b-a a-b)
V(a)
V(e axc
Last rule also written ()—\ wherea<c = db.c=a-b
V(a)
Exercise: Give a resource algebra M; with t € M; s.t.
V(t) —V(t-t)
t is sometimes called a token.
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Resource algebra exercise: Mg

Exercise: (ra_SF.v) Give a resource algebra Mg with S, F' € Mg s.t.

V(S) V(S F) F=F.F S~ F
Recall:
N L V(a-b)
a-(b-c)=(a-b)-c a-b=0b-a V)

a~ma = { Vbe M V(a-b) = V(d' -b)
B V(a) = V(a)

For once, the Rocq proof is easier https://madiot.fr/progproofs/ra_SF.v
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https://madiot.fr/progproofs/ra_SF.v
https://madiot.fr/progproofs/ra_SF.v

Resource algebra Mg

a-(b-c)=(a-b)-c a-b=>b-

1: V() 2: =V(S-F) 3: F=F-F

Operations and validity:
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Resource algebra Mg

a-(b-c)=(a-b)-c a-b=>b-

1: V() 2: =V(S-F) 3: F=F-F

Operations and validity:

| | -
|

V(=) | True |

by 1,3;
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Resource algebra Mg

a-(b-c)=(a-b)-c a-b=b-a

1: V() 2: =V(S-F) 3: F=F-F 4: S~ F

Operations and validity:

S
F F

V(=) | True | True |

by 1,3; by 1,4;
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Resource algebra Mg

)= (a-b)-c b Via-b)
a-(b-c)=(a-b)-c a-b=b-a V(a) V|
1: V(S) 2: =V(S-F) 3: F=F-F 4: S~ F

Operations and validity:

: S | F|
) 7
F F
7
V(-) | True | True | False

by 1,3; by 1,4; by 2 (4: notation for some invalid);
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Resource algebra Mg

)= (a-b)-c b Via-b)
a-(b-c)=(a-b)-c a-b=b-a V(a) V|
1: V(S) 2: =V(S-F) 3: F=F-F 4: S~ F

Operations and validity:

: S | F|
) 7
F | 4 | F
7
V(-) | True | True | False

by 1,3; by 1,4; by 2 (4: notation for some invalid); by comm.;
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Resource algebra Mg

)= (a-b)-c b Via-b)
a-(b-c)=(a-b)-c a-b=b-a V(a) V|
1: V(S) 2: =V(S-F) 3: F=F-F 4: S~ F

Operations and validity:

: S| F |

S 4 4

F | 4 | F | 4

4 4 4 4
V(-) | True | True | False

by 1,3; by 1,4; by 2 (4: notation for some invalid); by comm.; by V|;
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Resource algebra Mg

)= (a-b)-c b Via-b)
a-(b-c)=(a-b)-c a-b=b-a V(a) V|
1: V(S) 2: =V(S-F) 3: F=F-F 4: S~ F

Operations and validity:

: S | F|

) 7 ’ g

F | 4 | F | 4

7 7 7 7
V(-) | True | True | False

by 1,3; by 1,4; by 2 (4: notation for some invalid); by comm.; by V|; by 4.
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Resource algebra Mg
V(a - b)
V(a)

a-(b-c)=(a-b)-c a-b=b-a

1: V(S) 2: =V(S-F) 3: F=F.F 4: S F

Operations and validity:

o~ (R v | Tny

’
’
7
7

||

S
F
7
V(-) ‘ True ‘ True ‘ False

by 1,3; by 1,4; by 2 (4: notation for some invalid); by comm.; by V|; by 4.

Still need to check that laws hold (1, 2, 3, 4, assoc, sym, V) (exercise!)
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Usage of Mg in a proof

We will use Mg to prove a simpler program:

let r = ref O

let 1 = newlock ()
acquire 1; || acquire 1;
r := Ir; Il r :=1;

release 1 || release 1
acquire 1;
assert (!r = 1)
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Usage of Mg in a proof

We will use Mg to prove a simpler program:

let r = ref O

let 1 = newlock ()
acquire 1; || acquire 1;
r := Ir; Il r :=1;
release 1 || release 1

acquire 1;

assert (!r = 1)

Consequences of the properties on S, F"

V(S) ghost state can start at 175’71

V(S - F) LSl*\F‘ =S F ' = "False’

. T oo oo

F=F.F| |[F =|F-F =/F|«F|

[ [

:; ~ F ‘Ei, E$ 1?‘

l,,

Exercise: Give a lock invariant using Mg to prove the program above.
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Proof of r := Ir || r := 1

{1s}
let r = ref O

(s1er o)

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4



Proof of r := Ir || r := 1

{1s}
let r = ref O

{‘LE]*THO} = {R} withR:rHO*[%'] vm—»l*}r}i}
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Proof of r := Ir || r := 1

{151}

let r = ref O o o
{(S|#r—0} = {Rlwith R=r—0% S| vr—1lsF)
let 1 = newlock () o o
{l ~» Lock R}
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Proof of r := Ir || r := 1

(s}
let r = ref O o o
{(S|#r—0} = {Rlwith R=r—0% S| vr—1lsF)
let 1 = newlock () o o
{l ~» Lock R}

acquire 1; -

{re—>0%1S!|vre—1lx F|}

L__ L
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Proof of r := Ir || r := 1

{sh
let r = ref O
{‘LE] x=r— 0} = {R} withR:rHO*[%'] erl*L}i}
let 1 = newlock (O
{l ~» Lock R}
acquire 1;
Y R
{r—>0x 8} {r—>1%F}

(ro 02151} | freo1xF])
() (”)
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Proof of r := Ir || r := 1

(s}
let r = ref O o o
{[S}*rr—»O} = {R}witthr»—»O*\LS} erl*}FJ
let 1 = newlock () o o
{l ~» Lock R}

acquire 1; -
{re—>0%1S!|vre—1lx F|}
oLz [

0 (S (e s F )

r := Ir; r := Ir;

{r—>0% S} {r>1x%Fl}

{R}{ } {R}

R
release 1

{"}
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Proof of r := Ir || r := 1

(s
let r = ref O o o
{(S|#r—0} = {Rlwith R=r—0% S| vr—1lsF)
let 1 = newlock () o o
{l ~» Lock R}

acquire 1; o acquire 1;
{r>0%1S! vr—1lx F}
oLz [

0 (S (e s F )

r := Ir; - r := !r; -

{r—>0x5]} {r»—»l*‘LF}}

{R} {R}

{Rr}
release 1

{"}
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Proof of r := Ir || r := 1

{sh
let r = ref O

{‘LE’] w7+ 0} = {R} with R:THO*[%'] erl*L}i}
let 1 = newlock (O

{l ~» Lock R}
acquire 1; o acquire 1; o
{T»—»O*LS}VTHl*LF}} {THO*‘LS}\VT'H].*LF}}
frs0% S} | {ro1xFl}
r := Ir; r :=!r;

{r—>0% S} {r>1x%Fl}
{R} {R}

{R}

release 1

{"}
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Proof of r := Ir || r

{1s}
let r = ref O

{‘qu xr— 0} = {R} withR:rHO*[%‘] erl*L}i}

let 1 = newlock ()
{l ~» Lock R}
acquire 1; o
{r—>0x5] vr»—>1*LF}}
(ro0sS1) | G 1e(E)

(o 0wl5]) | (re18]F))
{r} {Rr}

{R}

release 1

{"}

Jean-Marie Madiot (Inria Paris)

acquire 1; o
{r—0x 5] vr»—»l*‘LF}}
fr—0+[5})
r :=1;

{r>1x%S]}
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Proof of r := Ir || r

{1s}
let r = ref O

{‘qu xr— 0} = {R} withR:rHO*[%‘] erl*L}i}

let 1 = newlock ()
{l ~» Lock R}
acquire 1; o
{r—>0x5] vr»—>1*LF}}
(ro0sS1) | G 1e(E)

(o 0wl5]) | (re18]F))
{r} {Rr}

{R}

release 1

{"}

Jean-Marie Madiot (Inria Paris)

acquire 1; o
{r—>0%1S! vri1lx F}
L L__
{r—0x 5}
r=1;
{rHl*[g_;}s
{rHl*}F}}
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Proof of r := Ir || r := 1

{1s}
let r = ref O

{‘qu xr— 0} = {R} withR:rHO*[%‘] erl*L}i}

let 1 = newlock ()
{l ~» Lock R}
acquire 1; o
{r—>0x5] vr»—>1*LF}}
(ro0sS1) | G 1e(E)

(o 0wl5]) | (re18]F))
{r} {Rr}

{R}

release 1

{"}

Jean-Marie Madiot (Inria Paris)

acquire 1;

{r—>0%S vre 1%l F|}
I ] [
{r—0x5} {r—1%F)
r=1; o
{rHl*[g_;}s
{rHl*}F}}
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Proof of r := Ir || r := 1

{1s}
let r = ref O

{‘qu xr— 0} = {R} withR:rHO*[%‘] erl*L}i}

let 1 = newlock ()
{l ~» Lock R}
acquire 1; o
{r—>0x5] vr»—>1*LF}}
(ro0sS1) | G 1e(E)

(o 0wl5]) | (re18]F))
{r} {Rr}

{R}

release 1

{"}

Jean-Marie Madiot (Inria Paris)

acquire 1;

{r—>0%S vre 1%l F|}
L= [

{rr—»O*[i.Sr}} {T»—»l*TFJ
r := 1; r :=1;
{rHl*@]}s {r>1x% F}
{rHl*}FJ}
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Proof of r := Ir || r := 1

{sh

gl
let r = ref O

{‘S w1 0} = {R}withR:rn—»O*fSi}erl*}r}ﬂ

let 1 = newlock O
{l ~» Lock R}
acquire 1;

{T»—»O*‘S’ vr»—>1*LF}
{r»—»O*‘S} {rr—>1*‘F}

ro04 51 | e 1alF )
{r} {Rr}

{R}

release 1

{"

Jean-Marie Madiot (Inria Paris)

acquire 1;

{rn—>0*‘3'7‘ vr»—»l*‘F}}
{r,_,()*\s} {THI*TF}}
r :=1; r :=1;
{7"’—)1*[757}3 {r»—»l*i}f}}
{rr—>1*‘F }

{THTJF’}
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Proof of r := Ir || r := 1

{sh

gl
let r = ref O

{‘S w1 0} = {R}withR:rn—»O*fSi}erl*}r}ﬂ

let 1 = newlock O
{l ~» Lock R}
acquire 1;

{T»—»O*‘S’ vr»—>1*LF}
{r»—»O*‘S} {rr—>1*‘F}

ro04 51 | e 1alF )
{r} {Rr}

{R}

release 1

{"

Jean-Marie Madiot (Inria Paris)

acquire 1;
{r»—»O*‘éjerl*‘F}}
{r,_,()*\s} {THI*TF}}

r :=1; r :=1;
{7"’—)1*[757}3 {r»—»l*i}f}}
{rr—>1*‘F }

,,,,,,

{r»—>1*\F } = {r»—>1*\F *\F}
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Proof of r :=

'r || r
{51
let r = ref O
{\S w1 — 0} =
1et 1 = newlock (O
{l ~» Lock R}

acquire 1;

{T»—»O*‘S’ vr»—>1*LF}
{r»—»O*‘S} {rr—>1*‘F}
r := Ir; r := Ir;
{r—>0% S} {r>1x%Fl}
{R} {R}

{R}

release 1

{}

Jean-Marie Madiot (Inria Paris)

R withR:rHO*‘ﬁSi} v 1%l F|
L I

acquire 1;
{r»—»O*‘éjerl*‘F}}
{r,_,()*\s} {7“»—»1*1}‘}71}

r :=1; r :=1;
{7‘»—»1*[757}3 {r»—»l*i}f}}
{r»—»l*‘F }

,,,,,,

{r»—>1*\F } = {r»—>1*\F *\F}

release 1

(r
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Proof of r := Ir || r := 1

{sh
let r = ref O o o
{‘S w1 0} = {R}withR:rn—»O*[S}vrn—»l*}rF}

1et 1 = newlock (O

{l ~» Lock R}
acquire 1; acquire 177
{T»—»O*‘S’ vr»—>1*LF} {r»—»O*‘S‘\vr»—»l*‘F}}
{r—0xS} {r—1xF} {r—0x% S} {r»—»l*T}F}}
r := Ir; - r := !r; - r := 1; r :=1; -
{r—>0% S} {r>1x%Fl} {rHuws )= {THHLEJ}
{r} {1} {r»—»l*‘F}
(R} {rr—>1*\F}:>{r>—>1*\F *\F}
release 1 ool
I {R*\F}}
release 1
{(F}
{F
acqulrel

{‘F *(THO*‘S vr»—»l*‘F)}
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Proof of r := Ir || r := 1

S}
let r = ref O o o
(S %70} = {R}with R=r—0% S| vr—1xF|

1et 1 = newlock (O

{l ~» Lock R}
acquire 1; acquire 1;
{T»—»O*‘S’ vr»—>1*‘F} {r»—»O*‘éjerl*‘F}}
(Hall L
{T»—»O*‘S} {rr—>1*‘F} {r»—»O*‘S} {T#—)l*}F}
r := Ir; r := !r; r := 1; r :=1;
{r—>0% S} {r>1x%Fl} {rHuws )= {THHEJ}
(R} {Rr} {r»—»l*\F}
{Rl} ) {rr—>1*}F}z>{r»—>1*\F *\F}
relesse (R+[F )}
release 1
{(F}
{F
acqulrel

{i*(rr—»O*‘S vr»—»l*‘F)}
{\F *rr—>1*‘F }as\S‘*\F = False’
assert ('r=1)
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Standard resource algebra constructions
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Resource algebra product

The product of two RA (A,-4,V4) and (B, -p,Vp) is defined as
(A x B,-axB,VAxB) Where

(a,b) -axp (a',V) = (a-4d',b-gV)
Vaxp((a,b)) = Va(a) A Vp(b)
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Resource algebra product

The product of two RA A and B is defined as A x B with

(a,b) - (a',V) = (a-d,b-b)
V((a,b)) = V(a) A V(b)
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Resource algebra product

The product of two RA A and B is defined as A x B with

(a,b) - (a',V) = (a-d,b-b)
V((a,b)) = V(a) A V(b)

Property: frame-preserving update is pointwise:

a~a b b

(a,b) ~ (a',b)

Separation Logic 4/4 February 24, 2026
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Option resource algebra

Option of an resource algebra A, with carrier:

option A := None | Some of A
and operations:
- = ‘ None Some (a)
None None Some (a)

Some (b) | Some(b) Some(a -b)

V(-) ‘ True V(a)
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Option resource algebra

Option of an resource algebra A, with carrier:

option A := None | Some of A

and operations:

- = ‘ None Some (a)

None None Some (a)

Some(b) | Some(b) Some(a - b)

V(=) | True V(a)

Properties of frame-preserving update:
a~b
Some (a) ~~ Some (b) Some (a) ~~ None
Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026
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Option resource algebra

Option of an resource algebra A, with carrier:

option A := None | Some of A

and operations:

— = ‘ None Some (a)

None None Some (a)

Some (b) | Some(b) Some(a -b)

V(-) ‘ True V(a)

Properties of frame-preserving update:
a~b
Some (@) ~~ Some (b) Some (@) ~» None

When clear from context we write ¢ for the unit None and a for Some(a).
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Resource algebra exercise: H g,

Exercise: (ra_H.v) Give a RA (H(1},, V) with ho,h1 € Hg 1y s.t.

V(h()ho) h()h()'v")hlhl V’L,]G{O,l} V(hzh]):>Z=]

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 18 /57


https://madiot.fr/progproofs/ra_H.v

Resource algebra exercise: Hy 1,

a-(b-c)=(a-b)-c

1: V(hoho) 2:

a-b=>b-
h0~h0-)h1-h1
ho hy

3:

V(a - b)
V(a)

Jean-Marie Madiot (Inria Paris)
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Resource algebra exercise: Hy 1,

V(a-b) Wl
a-(b-c)=(a-b)-c a-b=>b-a V(a)
1V(h0h0) 2h0h0~9h1h1 3V(thJ):>’L:7
. ho hy
ho
hy
V(—)|True| | |

by 1,V|;
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Resource algebra exercise: H g,

V(a-b) Wl
a-(b-c)=(a-b)-c a-b=>b-a V(a)
1V(h0h0) 2h0h0~9h1h1 3V(thJ):>’L:7
. ho hy
ho
hy

V(-) | True | True | |
by 1,V|; by 1,2, V{;
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Resource algebra exercise: H g,

V(a-b) Wl
a-(b-c)=(a-b)-c a-b=>b-a V(a)
1V(h0h0) 2h0h0~9h1h1 3V(thJ):>’L:7
: ho hy 4
ho [
hy 4

V(=) | True| True | False |
by 1,V|; by 1,2,V|; by 3rd;
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Resource algebra exercise: H g,

a-(b-c)=(a-b)-c a-b=b-a
1V(h0h0) 2: hg-hg~hy-hy 3V(thJ):>’L:7

: ho hy 4

ho 4 [

hy 4 4

4 i 4 4

4

V(=) | True| True | False |
by 1,V]; by 1,2,V]; by 3rd; by V|; Choice for hg - hy?
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Resource algebra exercise: H g,

V(a~b)v
a-(b-c)=(a-b)-c a-b=b-a V(a) !
1:V(h()-h()) 2:h0~h0-)h1-h1 3V(h,hj)©1:]

: ho hy 4
ho 4 [
hy 4 4

! 4 4 4 f
4

V(=) | True| True | False |

by 1,V]; by 1,2,V]; by 3rd; by V|; Choice for hg - hp? not hy otherwise
hg-hg = hg-hg-hg ~» hy-hi-hg > hy-hg = 7 arevalid
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Resource algebra exercise: H g,

V(anb)v
a-(b-c)=(a-b)-c a-b=b-a V(a) !
1:V(h0-h0) 2:h0~h0-)h1-h1 3V(h,hj)©1:]

: ho hy 4
ho 4 [
hy 4 4

! 4 4 4 f
4

V(=) | True| True | False |

by 1,V|; by 1,2,V|; by 3rd; by V|; Choice for hg - hg? not hg otherwise
ho'ho = h0~h0-h0 ~ hl'hl'ho > hl-ho = é are valid
Not h; otherwise h; - hy = hg - hg- hy is valid;
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Resource algebra exercise: H g,

V(a-b) .
a-(b-c)=(a-b)-c a-b=b-a V(a)
1: V(h()-h()) 2: hg-hg~hy-hy : V(h,hJ):>1:]
. ho h1 é ok
ho | ok 7 !
hy [ !
s 4 s 4 4
ok 4
V(=) | True| True | False | True

by 1,V]; by 1,2,V]; by 3rd; by V|; Choice for hg - hp? not hy otherwise

ho'ho = h0~h0-h0 ~> hl'hl'ho > hl-ho = éarevalid

Not h; otherwise hy - hy

Jean-Marie Madiot (Inria Paris)
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Resource algebra exercise: H g,

V(a-b) .
a-(b-c)=(a-b)-c a-b=>b-a V(a)
1 V(h()'h()) 2 h0~h0‘v~)h1-h1 3: V(h,f'hj):>1:]
. ho h1 é ok
ho | ok 7 7 7
h1 7 7 7
s 7 7 7 7
ok 4 4 4 4
V(=) | True| True | False | True

by 1,V]; by 1,2,V]; by 3rd; by V|; Choice for hg - hp? not hy otherwise

ho'ho = h0~h0-h0 ~> hl'hl'ho > h1~h0 = éarevalid

Not h; otherwise hy - hy

Jean-Marie Madiot (Inria Paris)
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Resource algebra exercise: H g,

V(a-b) .
a-(b-c)=(a-b)-c a-b=>b-a V(a)
1 V(h()'h()) 2 h0~h0‘v~)h1-h1 3: V(h,f'hj):>1:]
. ho h1 é ok
ho | ok 7 7 7
h; 4 |ok(orhy)| 4 g
s 7 7 7 7
ok 4 4 4 4
V(=) | True| True | False | True

by 1,V]; by 1,2,V]; by 3rd; by V|; Choice for hg - hp? not hy otherwise

ho'ho = h0~h0-h0 ~> hl'hl'ho > h1~h0 = éarevalid

Not h; otherwise hy - hy

Jean-Marie Madiot (Inria Paris)
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Generalization

More generally H x defined for any set X:

Hx = (hy)zex | 4 | Ok

If ¢ # y:
/ . ha h, 4 ok
hy | ok | ¢ 4 [
h, Y ok 4 4
4 4 4 4 4
ok 4 4 4 4

V(=) | True | True | False | True

Similar laws

Jean-Marie Madiot (Inria Paris)
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Resource algebra for incr r || incr r
option Hyg 1} X option Hyg 1y

V((ho-ho,ho-ho)) — V((hz-hy,€)) =z =y (ha;hy) = (hs,€)- (€, hy)

(hg - hg, €) ~ (hy - hy,€) (e,ho - hg) ~ (e, hy - hy)
Exercise: Give a lock invariant sufficient to prove the program below:

let r = ref O
let 1 = newlock ()
acquire 1; || acquire 1;
r:=Ir+1; || r:=

= Ilr + 1,
release 1 || release 1
acquire 1;

assert (lr = 2)
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Resource algebra for incr r || incr r

option Hyg 1} X option Hyg 1y

V((ho-ho,ho-ho))  V((ha-hy,€)) =z =y  (hs,hy) = (he,€)- (e, hy)
(ho - ho,€) ~ (hy - hy,e) (€,ho - ho) ~» (€, h1 - hy)

Exercise: Give a lock invariant sufficient to prove the program below:

let r = ref O

let 1 = newlock ()
acquire 1; || acquire 1;
r:=Ir+1; || r:=Ir+1;
release 1 || release 1

acquire 1;
assert (!lr = 2)

R = Fij.r—i+jxl(hi,hy) ]|
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Modularity?

Fixing the resource algebra once lacks modularity, making it tedious to:

@ allow different resource algebras, etc.
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Modularity?

Fixing the resource algebra once lacks modularity, making it tedious to:

@ allow different resource algebras, etc.

We need several instances of a given resource algebra, names for those
instances, to allow of several different resource algebras, ...
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Modularity?

Fixing the resource algebra once lacks modularity, making it tedious to:

@ allow different resource algebras, etc.

We need several instances of a given resource algebra, names for those
instances, to allow of several different resource algebras, ...

Answer: package all of that into one resource algebra.
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Resource algebra of functions
If M is a RA and X is any set, then X — M (or MX) is a RA:

f(x)»a

(f-9)(z) = Az.f(x) - g() V(f) = Yz V(f(x)) e —

and so is the set of partial functions X — M.
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Resource algebra of functions
If M is a RA and X is any set, then X — M (or MX) is a RA:

f(@) = a
f fla =l

and so is the set of partial functions X — M. This lets us talk about the
singleton partial function even if M has no unit:

(f-9)(x) = Az.f(x) -g(z)  V(f) = Ve V(f(2))

a0 T e

— a-b

This is the solution used to avoid conflict between resources used for
different purposes; v is called a ghost name.
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Resource algebra of functions
If M is a RA and X is any set, then X — M (or MX) is a RA:

f(@) = a
f fla =l

and so is the set of partial functions X — M. This lets us talk about the
singleton partial function even if M has no unit:

(f-9)(x) = Az.f(x) -g(z)  V(f) = Ve V(f(2))

a0 T e

= la-bi

This is the solution used to avoid conflict between resources used for
different purposes; v is called a ghost name.

In Iris X = N* is called gname and {(x,a)} is written {[ x := a ]} and
the “global” unnamed ghost | f | is noted Own(f).
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Frame preservation vs. ghost creation

ooy
In order to create any new ghost resource ig 1", we would need:

=gl ie. G~ {(7,9)}
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Frame preservation vs. ghost creation

In order to create any new ghost resource [g:}v we would need:
ra [ .
=19 ie. B~ {(7,9)}
but it is impossible.

Exercise: In the RA of partial functions N — Mg show

VY. =(F ~ {(7,9)}).
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Frame preservation vs. ghost creation

In order to create any new ghost resource [g:}v we would need:
ra [ .
=19 ie. B~ {(7,9)}
but it is impossible.

Exercise: In the RA of partial functions N — Mg show

VY. =(F ~ {(7,9)}).

If, by contradiction & ~ {(v,S5)} i.e. VL. V(f- ) = V(f -{(7,9)}),
then in particular with f = {(v,5)} we have:

o V(f- &) =V{(,5)}) = V(S) = True
o V(f-{(%: 9} =V({(, 55} =V(S-5) = V(7) = False

True = False, contradiction.

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026
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Frame preservation and ghost allocation
a ~+ b is generalized to a ~» B where B is a set B < M:
a~B=Ye'e M'V(a-c")=3be BV(b-c)

M= L oM a-1l2a

a ~+ b is redefined as simply a ~» {b}.
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Frame preservation and ghost allocation
a ~+ b is generalized to a ~» B where B is a set B < M:
a~ B2Ye'e M' V(a-¢')=3Fbe BV(b-¢)

M= L wM a-1l=a
a ~+ b is redefined as simply a ~» {b}.

If B is infinite and all possible frames ¢’ are finite, then there is necessarily
an element in B that is not in the frame.
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Frame preservation and ghost allocation
a ~+ b is generalized to a ~» B where B is a set B < M:
a~ B2Ye'e M' V(a-¢')=3Fbe BV(b-¢)

M= L wM a-1l=a
a ~+ b is redefined as simply a ~» {b}.

If B is infinite and all possible frames ¢ are finite, then there is necessarily
an element in B that is not in the frame.

Choosing finite partial functions N fin M, we finally have:

V(a) V((l) B
&~ {{(v,a)} | yeN} True = Iy iﬂ]v

GHOST-ALLOC

Called allocation because we need to find a unused ghost name ~.

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 25 /57



Proof of incr r || incr r with ghost allocation

{""} ; by GHOST-ALLOC, SINCE hg - hg IS VALID:
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Proof of incr r || incr r with ghost allocation

{""} ; by GHOST-ALLOC, SINCE hg - hg 1S VALID:

,,,,,,

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4



Proof of incr r || incr r with ghost allocation

{ } by GHOST ALLOC, SINCE hg - ho IS VALID:

,,,,,,
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Proof of incr r || incr r with ghost allocation

{”} by GHOST ALLOC, SINCE hg - ho IS VALID:
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Proof of incr r || incr r with ghost allocation

{”} by GHOST ALLOC, SINCE hg - ho IS VALID:
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Proof of incr r || incr r with ghost allocation

{”} by GHOST ALLOC, SINCE hg - ho IS VALID:

e B a il ¢ e o - SN e
| | | | | | | |
{Lllo,\ *Lh,o,\ * Lho,\ * Lho,\ e 0}
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Proof of incr r || incr r with ghost allocation

{”} by GHOST ALLOC, SINCE hg - ho IS VALID:

et B . Ak - N £
| | | | | | | |

{Lllo,\ *Lh,o,\ * Lho,\ * Lho,\ T 0}
we choose R =
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Proof of incr r || incr r with ghost allocation

{""}: by GHOST ALLOC, SINCE hg - hg IS VALID:

{Ell'y ] Lho - ho \ "1, we prove for all y;:
{ ho ho \ } by GHOST- ALLOC

A
{‘Lho -ho J’Yl *‘Lho . hO \‘72}

{‘ho‘1>I<‘h()‘1>I<‘h0‘2>!<‘hol2 ’I’r—>0}
we choose R = Jij. r»—>z+]*\h,\ 1>|<\h 2

{ho " * ho ™ % R}
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Proof of incr r || incr r with ghost allocation

{""}: by GHOST ALLOC, SINCE hg - hg IS VALID:

{Ell'y ] Lho - ho \ "1, we prove for all y;:
{‘ ho - ho ‘ } by GHOST- ALLOC

Y1 T T2
{‘Lh0~h0J *‘Lho-ho‘ }

{‘ho‘1>I<‘h()‘1>I<‘h0‘2>!<‘hol2 ’Ir—>0}
wechooseR—EIlz]r»—>1+]*\h,\1*\h 2
{‘ho‘ ]*‘ho"w*R}
let 1 —newlock O

Y1 2
{{ho 1" % ho 1" %1~ Lock R}
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Proof of incr r || incr r with ghost allocation

{""}: by GHOST ALLOC, SINCE hg - hg IS VALID:

{Ell'y ] Lho - h() \ "1, we prove for all y;:
{‘ ho - ho ‘ } by GHOST- ALLOC

A
{‘Lho -ho J’Yl *‘Lho . hO \‘72}

{‘hO‘ R *‘ho‘ o *\how 2 *£E6}72 r— 0}

wechooseR—EIlz] r»—>z+]*\hl\ 1>|<\h 2

{{ho 1™ #ho 1"« R}

let 1 = newlock O

71 Y2

IR I
{ho' "} {tho! "}
acquire 1l; r := !r + 1; release 1 acqulre 1l; r := !r + 1; release 1
{‘ hl}w} {‘ hﬂw}
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Proof of incr r || incr r with ghost allocation

{”} by GHOST ALLOC, SINCE hg - ho IS VALID:

{‘hO‘ R *\how o *\how 2 *£E6}72 w7 — 0}

!
wechooseR—EIlz] r»—>z+]*\hl\ 1>|<\h

{{ho 1™ #ho 1"« R}
let 1 = newlock O

1'Y2

{{ho ™" #ho |™ %1~ Lock R}
e by - Fe =y
{ho ™} {tho| ™}
acquire 1l; r := !r + 1; release 1 acguire 1l; r := !r + 1; release 1
{‘ h1 ‘“/1} {‘ hﬂw}

-l = — e
A e
acqulre 1;

{\ h1 ‘ s *\rﬁﬂw #* R}
{\hlw l*\hlw 2*7">—>2}
assert ('r = 2)
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Several types of resource algebra

The dependent product of finite partial functions to each M; is an RA:
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Several types of resource algebra

The dependent product of finite partial functions to each M; is an RA:

[T8 ™ M, N IYR UL

el N I
The X of "iProp X" does the bookkeeping between i's and M;'s, e.g.:

Context ‘{inG ¥ M}.
Context ‘{mylibG X}.

MeX
for all M used in mylib, M e X

o
a4
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Modalities
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Persistent ressources
“Persistent” is a little stronger than “duplicable”:
persistent(P) persistent(P)
P=>P=«P PAQe=P=Q
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Persistent ressources
“Persistent” is a little stronger than “duplicable”:
persistent(P) persistent(P)
P>P=xP PAQ=P=Q

Some persistent resources:

‘P’ [~ Lock R [ﬁjw {P} e{Q} p.length — n (maybe)
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Persistent ressources

“Persistent” is a little stronger than “duplicable”:

persistent(P)
P>=P=xP
Some persistent resources:

‘P’ l~lock R F

Some non-persistent resources:

N

Jean-Marie Madiot (Inria Paris)

persistent(P)

PArQ=P=xQ

{P} e {Q} p.length — n (maybe)

:‘W wp(l:=v)(Al— )
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Persistent ressources

“Persistent” is a little stronger than “duplicable”:
persistent(P) persistent(P)
P=>P=«P PAQe=P=Q
Some persistent resources:
‘P’ [~ Lock R [fiiv {P} e{Q} p.length — n (maybe)
Some non-persistent resources:

Lo B e ST TheT wpli=w) (A L)

Persistent resources:
@ can be shared between threads:
{P1* P} e {Q1} {Py * P} e3 {Q2} persistent(P)
{Py % Py % P} eql||lea {Q1 * Q2 = P}
@ can be saved for later using the frame rule, to they are true forever
(whereas non-persistent resources are consumed)

@ can be seen as knowledge (e.g. to indicate a task is done)
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Persistently modality [P

[(JP ~ (P = "P is persistent') pronounced “persistently P" or “forever P"
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Persistently modality [P

[(JP ~ (P = "P is persistent') pronounced “persistently P" or “forever P"
Helpful for concise rules, definitions, properties:

{P}e{Q} ~ OP ~+wpeQ) P=Q ~ OF =)

[-INTRO [-MONO
O0-E -IDEMP OP =Q P=Q
OP =P OP =[P OP =0Q OP =0Q
[]-SEP
Se0PAQ {Pr=0P} e1 {Q1}

{P2 =[P} e2 {Q2}

S=P*Q {Py % Py [P} e1l||e2 {Q1 * Q2 = P}
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Later modality >

>P (“later P") can be thought as “P holds after one reduction step”.
careful: ©>is a modality (>>P), = is a binary operation (P = Q)

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4



Later modality >

>P (“later P") can be thought as “P holds after one reduction step”.
careful: ©>is a modality (>>P), = is a binary operation (P = Q)

Step reductions “consume” laters:

{P} € {Q} e,o » €, o
{=P} e {Q}
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PP _
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Later modality >

>P (“later P") can be thought as “P holds after one reduction step”.
careful: ©>is a modality (>>P), = is a binary operation (P = Q)

Step reductions “consume” laters:

{P} € {Q} e,o » €, o
{=P} e {Q}

P-Q

PP _
>P - >Q

(P * Q) A >P * >Q etc

> and [] are modalities in Iris, where "iProp" are not “heap -> Prop”
and have features such as step indexing, and resources are not only heaps.
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careful: ©>is a modality (>>P), = is a binary operation (P = Q)

Step reductions “consume” laters:

{P} € {Q} e,o » €, o
{=P} e {Q}

P-Q

PP _
>P - >Q

(P * Q) A >P * >Q etc

> and [] are modalities in Iris, where "iProp" are not “heap -> Prop”
and have features such as step indexing, and resources are not only heaps.

>"False - P iff P holds for n steps
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Later modality >

>P (“later P") can be thought as “P holds after one reduction step”.
careful: ©>is a modality (>>P), = is a binary operation (P = Q)

Step reductions “consume” laters:

{P} € {Q} e,o » €, o
{=P} e {Q}

P-Q

PP _
>P - >Q

(P * Q) A >P * >Q etc

> and [] are modalities in Iris, where "iProp" are not “heap -> Prop”
and have features such as step indexing, and resources are not only heaps.

>"False - P iff P holds for n steps — 3k. >*False
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Lob rule

The Lob rule is very convenient for partial correctness:

LoOB
QAD>PHP

Qr P
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Invariants
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Invariants

Iris invariants (not the ones for loops / data structures / locks):

@ invariants are allocated:

INV-ALLOC N
REN where éﬂlLeN.L

where N is an infinite set of names called “namespace”
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Invariants

Iris invariants (not the ones for loops / data structures / locks):

@ invariants are allocated:
INV-ALLOC

RéN where NéﬂlLeN.L

where A is an infinite set of names called “namespace”

o they are persistent so can be shared: N = N * N

@ before any step, any thread can open N to get R for a very short
time: the thread must give R back before any other thread is run.
They can be open across atomic steps.
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Invariants

Iris invariants (not the ones for loops / data structures / locks):

@ invariants are allocated:
INV-ALLOC N
RéN where éﬂlLe/\/’.L

where A is an infinite set of names called “namespace”

o they are persistent so can be shared: N = N * N

@ before any step, any thread can open N to get R for a very short
time: the thread must give R back before any other thread is run.
They can be open across atomic steps.

@ can be encoded using ghost state + step indexing + modifying the
definition of Hoare triples
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Invariant opening

Invariant are opened and closed across atomic steps:
{P DR} e {Q =+ >R} atomic(e) Nc€
N N
{Px[R["}e{Q=[R["Je

— >R is for step indexing
— & says which invariants we can still open (prevents nested openings)

HOARE-INV
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Deriving lock invariants
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Compare-and-set

Somehow simplified operational semantics of CAS (Compare-and-set):

CAS-FAILURE CAS-SUCCESS
o(l) #x o)==
{(o,CASlzy) — {0,false) {(o,CASlzy)y — (o[l — y], tTue)
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Compare-and-set

Somehow simplified operational semantics of CAS (Compare-and-set):

CAS-FAILURE CAS-SUCCESS
o(l) #x o)==
{(o,CASlzy) — {0,false) {(o,CASlzy)y — (o[l — y], tTue)
Proof rules:

CAS-FAILURE
{l—>zx"2# 2"} CASlzy {\bl— z+'b=false'}

CAS-SUCCESS
{l >z} CASlzy {\b.l — y* b= true'}

Other atomic operations:
Compare-and-swap, Fetch-and-add (FAA), Test-and-set, ...
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Deriving lock rules

One possible lock implementation: the spin-lock, using CAS:

let newlock () = ref 0
let acquire 1 = while not (CAS 1 0 1) do ()
let release 1 =1 :=0
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Deriving lock rules
One possible lock implementation: the spin-lock, using CAS:

let newlock () = ref 0
let acquire 1 = while not (CAS 1 0 1) do ()
let release 1 1:=0

We want to recover the specifications for locks:

VIR. [ ~ LockR = [~ LockR %[~ LockRR
VR. {1} newlock () {Al. [~ Lock I?}
VIR. {l ~ Lock R} acquire 1 {A_. R =1l ~> Lock R}
VIR. {R % | ~> Lock R} release 1 {\_.. [ ~» Lock R}
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Deriving lock rules
One possible lock implementation: the spin-lock, using CAS:

let newlock () = ref 0
let acquire 1 = while not (CAS 1 0 1) do ()
let release 1 1:=0

We want to recover the specifications for locks:

VIR. [~ LockR = [~ LockR %[~ LockR
VR. {1} newlock () {Al. [~ Lock I?}
VIR. {l ~ Lock R} acquire 1 {A_. R =1l ~> Lock R}
VIR. {R % | ~> Lock R} release 1 {\_.. [ ~» Lock R}

Exercise: Give a definition for [ ~~ Lock R and prove the rules above
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Deriving lock rules
One possible lock implementation: the spin-lock, using CAS:

let newlock () = ref 0
let acquire 1 = while not (CAS 1 0 1) do ()
let release 1 1:=0

We want to recover the specifications for locks:

VIR. [~ LockR = [~ LockR %[~ LockR
VR. {1} newlock () {Al. [~ Lock I?}
VIR. {l ~ Lock R} acquire 1 {A_. R =1l ~> Lock R}
VIR. {R % | ~> Lock R} release 1 {\_.. [ ~» Lock R}

Exercise: Give a definition for [ ~~ Lock R and prove the rules above

I~ LockR = [I—>1 w 1 0xR["V
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Authoritative resource algebra
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Authoritative RA

The authoritative RA over an RA M is, wheree a,b e M,
Auth(M) ::=ea | ob | eo(a,b) | 4

Intuition:

@ One unique global authority ea, or authoritative view
you need it to update
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@ Several fragments ob, or fragmental views
use them to record independent contributions
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Authoritative RA

The authoritative RA over an RA M is, wheree a,b e M,
Auth(M) ::=ea | ob | eo(a,b) | 4

Intuition:

@ One unique global authority ea, or authoritative view
you need it to update

@ Several fragments ob, or fragmental views
use them to record independent contributions
Main properties:

V(a-c)

eq-ob~+e(a-c)-o(b-c)

V(ea-ob) =b<a
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Authoritative RA

Operations:
. ob «(a,b) 4
od/ 4 e (a’,b) 4 4
ot/ o (a,b/) o(b-V) e (a,b-b') 4
e (a’,b) 4 e (a',b- V) 4 4
7 7 7 7 7
V(=) | V() V(b) V(a) Ab<a False
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Example usage of Auth(M)

Using Auth((N, +)) we can prove that any k threads doing:
€incer = acquire 1; incr r; release 1

will increment r at least k times.
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Example usage of Auth(M)

Using Auth((N, +)) we can prove that any k threads doing:
€incer = acquire 1; incr r; release 1
will increment r at least k times.
Using lock invariant R = dn.r — n = Fﬁv, we can prove:
A T
[~ Lock R = { o0} einer { 011}

[~ Lock R {i:(iéjfy} (eincr || €incr || cee || eincr) {EO?%TY}
Rt {lok!"} tr {n.n >k}
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Example usage of Auth(M)

Using Auth((N, +)) we can prove that any k threads doing:
€incer = acquire 1; incr r; release 1
will increment r at least k times.
Using lock invariant R = dn.r — n = Frﬂw, we can prove:
A T
[~ Lock R = { o0} einer { 011}

[~ Lock R {i:(i()jfy} (eincr || €incr || cee || eincr) {EO?%TY}
Rt {lok!"} tr {n.n >k}

Indeed with [5@” %! ol

y ]
. we can only prove 4 (y ;) nie d<n

Intuitively ok does not prevent “other” ol's from contributing to en
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Checking counter monotonicity using Auth(N,,,,)

let r = Atomic.make O

let read () = Atomic.get r

let incr () =
Atomic.fetch_and_add r 1

let check () =
let x = read () in
let y = read () in
assert (y >= x)

let rec loop £ () =
£ O; loop £ O

let O =
let open Domain in
let d1 = spawn (loop incr) in
let d2 = spawn (loop check) in
join di1; join d2
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Checking counter monotonicity using Auth(N,,,,)

Let Nyar = (N, max)
let r = Atomic.make O . .
let read () = Atomic.get T Exercise: (mon_counter.v) Invariant,

let incr O = specs, proof sketch
Atomic.fetch_and_add r 1

let check () =
let x = read () in
let y = read () in
assert (y >= x)

let rec loop £ () =
£ O; loop £ O

let O =
let open Domain in
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Checking counter monotonicity using Auth(N,,,,)

Let Nyar = (N, max)

let r = Atomic.make O

let read () = Atomic.get T Exercise: (mon_counter.v) Invariant,

let incr O = specs, proof sketch
Atomic.fetch_and_add r 1 L

Ty N\ 1Y

let check () = In i nx LSQ@,LN@?‘?EJ
let x = read () in ey E—
let y = read () in {1 on }read O {k.%‘}?’f*lok} }

| E— |

assert (y >= x)

let rec loop £ () =
£ O; loop £ O

let O =
let open Domain in
let d1 = spawn (loop incr) in
let d2 = spawn (loop check) in
join di1; join d2
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Checking counter monotonicity using Auth(N,,,,)

let r = Atomic.make O

let read () = Atomic.get r

let incr () =
Atomic.fetch_and_add r 1

let check () =
let x = read () in
let y = read () in
assert (y >= x)

let rec loop £ () =
£ O; loop £ O

let O =
let open Domain in
let d1 = spawn (loop incr) in
let d2 = spawn (loop check) in
join di1; join d2

Jean-Marie Madiot (Inria Paris)

Let Nyar = (N, max)

Exercise: (mon_counter.v) Invariant,
specs, proof sketch

{Eﬁj’y} read () {k."k = n'=* E;]%Ty}

]
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Checking counter monotonicity using Auth(N,,,,)

let r = Atomic.make O

let read () = Atomic.get r

let incr () =
Atomic.fetch_and_add r 1

let check () =
let x = read () in
let y = read () in
assert (y >= x)

let rec loop £ () =
£ O; loop £ O

let O =
let open Domain in
let d1 = spawn (loop incr) in
let d2 = spawn (loop check) in
join di1; join d2

Jean-Marie Madiot (Inria Paris)

Let Nyar = (N, max)

Exercise: (mon_counter.v) Invariant,
specs, proof sketch

{[E;:rizj’y} read () {k."k = n'=* E;,]%j’y}

{i o0 }7} let x = read ()
{a;}()*[oxlv} let y = read ()
{ly=z=x *io 17} assert (y >= x)
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Fractional RA

Intuitive definition:

& A ol A q+ql 'fq+q,<1
Frac = (0,1]nQ | 4 V(g) =q+#4 79 _{ 4 otherwise
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Fractional RA

Intuitive definition:

. R . fatd ifg+d <1
Fra’c - (0’ ]‘] m@ | é V(q) =q a é q9-q9 = { é otherwise
Easier-to-use definition:

Frac = Q** V(ig) = qg<1 ¢ =q+q
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Fractional RA

Intuitive definition:

Frac = (0,1]nQ| ¢ V(@) =q#/ qq = { 7t ¢ gtﬁ;vvqi;f 1
Easier-to-use definition:
Frac = Q** V() =q<1 q-¢ =q+d
You still have to be a bit careful, here is a wrong definition:
Frac = Q Vi) =0<g<1 - qd=q+q
Jean-Marie Madiot (Inria Paris)
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Authoritative fractional RA

Derived construction: FracAuth(M) = Auth((Frac x M)?), noting:
ea = 0(1,&) Oq b= O(q, b)
Properties:

V(a-c)

0 - 0gb ~ e(a-c)-o4(b-c)

Og+q (b~ ) = ogb - Oq’b/

V(a)

V(ea-o04b) = b<a V(ea-01b) = b=a ; ;
eq - 01b~ ea' - 010
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Example usage of FracAuth(M)
Using FracAuth((N, +)) we can finally prove modularly that & threads

€incr = acquire 1; incr r; release 1

will increment r at exactly k times.
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Using FracAuth((N, +)) we can finally prove modularly that & threads
€incr = acquire 1; incr r; release 1

will increment r at exactly k times.

Using lock the invariant R = 3n 7+ nx en 37, we can prove
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Example usage of FracAuth(M)

Using FracAuth((N, +)) we can finally prove modularly that & threads
€incr = acquire 1; incr r; release 1

will increment r at exactly k times.

Using lock the invariant R = 3n r +— n * Lon 37, we can prove
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Other common uses of Auth

When Loc and Val are any set (not necessarily RAs), this is a useful RA:

Auth(Loc fin Excl(Val))
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Other common uses of Auth

When Loc and Val are any set (not necessarily RAs), this is a useful RA:

Auth(Loc fin Excl(Val)) O v 2ol = v]*}’Yheap
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Other common uses of Auth : heaps

When Loc and Val are any set (not necessarily RAs), this is a useful RA:

Auth(Loc fin Excl(Val)) (v =io[l:= U]Wheap

{ — v is derived; threads and invariants own the fragmental view; the wp

ties the authoritative view lLoa Whe“p to the actual physical steps.
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Other common uses of Auth : heaps

When Loc and Val are any set (not necessarily RAs), this is a useful RA:

Auth(Loc fin Excl(Val)) (v 2loff:= U]Wheap

{ — v is derived; threads and invariants own the fragmental view; the wp

ties the authoritative view lLoa Jl%e“p to the actual physical steps.

For fractional permissions, uses View (A, B) which generalizes Auth(A) to
two algebras with a extra binary validity holds : A — B — Prop:

View(Loc — Val, Loc — Frac x Val) (g v = 1;5[7[;7;((};{)5]7%6“”
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Other common uses of Auth : heaps

When Loc and Val are any set (not necessarily RAs), this is a useful RA:

Auth(Loc ™ Excl(Val)) PR s E

{ — v is derived; threads and invariants own the fragmental view; the wp

ties the authoritative view lLoa Whe“p to the actual physical steps.

For fractional permissions, uses View (A, B) which generalizes Auth(A) to
two algebras with a extra binary validity holds : A — B — Prop:

View(Loc — Val, Loc — Frac x Val) lgv = }Cg[’g;’((}”{)ﬂﬂvhmp

Singleton type class mechanism gen_heapGS not to write .4
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Weakest preconditions

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4



Presentation with weakest preconditions
WP are generally preferred to triples, in practice:

@ more primitive: triples are decomposed into — and wp (and [J)

{P}e{Q} = O ~+wpeQ)

@ preconditions become spatial hypotheses, more easily managed
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Presentation with weakest preconditions
WP are generally preferred to triples, in practice:

@ more primitive: triples are decomposed into — and wp (and [J)
{PtefQ} = O(P +wpeQ)

@ preconditions become spatial hypotheses, more easily managed

@ maybe a little less intuitive than triples, so we keep triples too.
e.g. the frame rule becomes:

(PxwpeQ) = wpe (P Q)

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4 February 24, 2026 49 /57



Presentation with weakest preconditions
WP are generally preferred to triples, in practice:

@ more primitive: triples are decomposed into — and wp (and [J)

{P}e{Q} = O(P =wpeQ)

@ preconditions become spatial hypotheses, more easily managed

@ maybe a little less intuitive than triples, so we keep triples too.
e.g. the frame rule becomes:

(PxwpeQ) = wpe (P Q)
the rule for ghost update becomes:
Pwpe(EQ)
wpeQ

where > is a unary ghost update, again more primitive:
(P=Q)=0PF +EQ)
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Builtin consequence rule in postconditions

(wpe —) is a monotone predicate transformer, so wp e @) is equivalent to

wpe@ = (VR. (Vv. Qu = Rv) —= WpeR)
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Builtin consequence rule in postconditions

(wpe —) is a monotone predicate transformer, so wp e @) is equivalent to
wpe@ = (VR. (Vv. Qu = Rv) —= WpeR)

In Iris, instead of:

{P}e{Q} = O ~+wpeQ)

the following is equivalent

{P}e{Q} = OVR P — (Vv Qu =+ Rv) =+ wpeR)
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Builtin consequence rule in postconditions

(wpe —) is a monotone predicate transformer, so wp e @) is equivalent to
wpe@ <  (VR. (Yv. Qu —+ Rv) «wpeR)
In Iris, instead of:
{P}e{Q} = O(P +wpeQ)
the following is equivalent
{P}e{Q} = OVR P — (Vv Qu =+ Rv) =+ wpeR)

but is easier to apply since R is universally quantified.
This is the reason for
iIntros (R) "Hprecondition Hpostcondition_cont".

(Note that separating implication — has no easy “heap entailment” =
counterpart here, — is more expressive.)
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Simplified rules for load, store, alloc

Exercise: Complete the following implications:

Vi@ (e ) —=wp (1)@
Vio'Q ] CTTPRRRR ) —=«wp(l:=0v)Q
YoQ e COTTTUTR ) —wp(refv)@
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Simplified rules for load, store, alloc

Exercise: Complete the following implications:

VivQ v = (l—v—=Qu) = wp (1) Q
V'@ L—v = (- v Q) —wp (£:=v)Q
YoQ T =« (V0 £—v—=Ql) —wp(refv)Q
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Variants/instances of Iris

Jean-Marie Madiot (Inria Paris) Separation Logic 4/4



Relaxed memory

@ Invariants such as |lock — 0 v lock — 1 «3dnr—n ‘L only make
sense if there is an instantaneous view of the memory, which is not

true in relaxed memory

@ for now, axiomatic memory models do not fit Iris, but view-based
operational memory models (for e.g. for release-acquire
synchronisation) can be made to fit

@ single-location invariants which can provide knowledge +
special mechanisms (escrows) to transmit non-persistent resources
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Linearizability

Under sequential consistency linearizability can be reasoned about using
logically atomic triples:
(P)elQ)

means: “at the linearization point in the execution of ¢, the resources in P
are atomically consumed to produce the resources in Q"
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Liveness?

@ Transfinite Iris: ordinal step indices for the existential property and

termination
‘ Iris ‘ Transfinite Iris
if = dx P then forsomez = P | X v
>(Jz P) & Jz =P v X
>(P*Q) e >Px*>Q v X
@ Nola: “no later” at invariant opening, replaced with restricted
formulas
IRIS NoLa
{P*=>R}e{Q =R} [P=[F]lel@ = [F]] Fe Fml

{P+[R]'}e{Q} [P«[Fle[Q]
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Conclusion

Separation Logic
@ SL well-suited for data structures with pointers,
@ abstract internal representation with higher-order logic

@ can reason about other kinds of resources e.g. for time/space
complexity, memory leaks

@ extends well to concurrency
Iris in particular
@ very expressive ghost state
@ proof mode almost necessary in practice

@ many extensions:

» relaxed /weak memory models, effect handlers, distributed systems,
cryptographic reasoning, probabilities, ...

@ not only for safety: type soundness, e.g. rustbelt, relational separation
logics, liveness, linearizability
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More exercises

(1) design a resource algebra such that:

V(r(0)) VneNr(n)=tn) rin+1) =V(t(n) - t(n))

tokens i t(7) " each will be used to transfer resources through

single-location invariants at iteration ¢ of a loop.
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More exercises

(1) design a resource algebra such that:

V(r(0)) VneNr(n)=tn) rin+1) =V(t(n) - t(n))

tokens i t(7) " each will be used to transfer resources through

single-location invariants at iteration ¢ of a loop.

(2) How to remove the last acquire in examples? How to recover

resources back from an invariant? — in general how to make cancellable
invariants?
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More exercises

(1) design a resource algebra such that:

V(r(0)) VneNr(n)=tn) rin+1) =V(t(n) - t(n))

tokens i t(i) " each will be used to transfer resources through

single-location invariants at iteration ¢ of a loop.
(2) How to remove the last acquire in examples? How to recover
resources back from an invariant? — in general how to make cancellable

invariants?

(3) For using lIris, five exercises here:
https://gitlab.mpi-sws.org/iris/tutorial-popl21

Iris programming session?
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